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CHALLENGERS LEADERS

Juniper Networks is positioned highest for execution in the
Leaders’ Quadrant.

“In our opinion, this report validates the unique advantages of
JuniperNetworksl . the Juniper Al-driven enterprise, including rich AlIOps

Ciscog functionality and proactive self-driving automation for
@ Extreme Networks optimized user experiences.”
@ Huawei
CommScope (uckus Networks)| & FOTtnet - Jeff Aaron, VP of Enterprise Marketing at Juniper
HIC@
Ruijie Networks
T DeIITechnoIogles. @ ALE
bz Telesns' Rohde & Schwarz
D-Link@ (LANCOM Systems)
TP-Link g@ () @] A .
Arista Networks ccess a Complimentary Copy

Ubiquiti Networks - cambjum Networks

Gartner Magic Quadrant for Wired and Wireless LAN Access Infrastructure by Bill Menezes, Christian Canales, Tim Zimmerman, Mike Toussaint, 4 November 2020.
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available

ABILITY TO EXECUTE

upon request from Juniper Networks. Gartner does not endorse any vendor, prodluct or service depicted in its research publications, and does not advise technology users to select only
NICHE PLAYERS VISIONARIES those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as
" statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
COMPLETENESS OF VISION —_— As of Aprll 2020 © Gartner, Inc Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings

or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all
warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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MISSION

Connect everything.
Empower everyone.

TRUE NORTH

Be a leader in high
performance networking.

PROOF POINT

The best scale-up
boxes in the industry.

© 2021 Juniper Networks

MISSION

Power connection.

Empower change.

TRUE NORTH

Experience First
Networking

PROOF POINT

Industry best

Day 0/1/2 experience.

Juniper |
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Old Network - Network Centric Modern Network - User Centric
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...to making networking better.
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MARVIS= ML/DL REIESS 25k C}.

DEEP LEARNING

Reinforcement Neural Network

Learning (Time Series Anomaly
(RRM) Detection, NLP)

= F0{Z! HElof| T et 2|29 o= =il =i, §2 22, 24212 7|"

wew MARVIS

K-Means Clustering Online ARIMA XGBoost / Decision Tree

Logistic Regression Singular Value Mutual Information
Decomposition (Eantiira Nicrmuams)
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VLAN ISSUE

0.8
0.6
0.4

0.2

e type=high_traffic e type=low_traffic * type=blackhole ® type=over_provision

© 2021 Juniper Networks

Detection
No Traffic != Missing

No Traffic: 33,680
Actual Missing: 607

Machine Learning Tools:
K-Means Clustering, PCA
Diagnosis / Root Cause:
Identify type of each VLAN
Actions:

Juniper Switch: self driving option
3rd Party Switch: inform admin
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Resolve Action

RESOLUTION

© Solved using the Mist suggested action
Solved using another method (please comment below)
A known issue and should be ignored in the future
Incorrectly listed as an issue

COMMENT
VLAN added to the Access]

Juniper
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O|Al EFZ| - Anomaly Detection

Temporal-Spatial Information

Proactive monitoring

Heuristic models
Moving average
Online ARIMA

LSTM Neural Networks

High Accuracy
Extremely low false positive

TIME
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O|Al EFZ| - Anomaly Detection

Statistics Timeline Distribution Affected Items Location Anomalies

ANOMALY TIMELINE (? @ Anomaly (@ Failures T Impacted Clients
1
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| ‘ A | 20
0|I| Ml |||I it sl “l nitetabvetl i TN AT Hoiividye
1-Apr 2-Apr 3-Apr 4-Apr 5-Apr 6-Apr 7-Apr 8-Apr
ANOMALIES DETECTED (? ANOMALY CAUSES (? DETAILS (?
&AUTHENT'CAT'ON Apr 07 | WLAN Sitewide Impact
Anomaly was experienced due to a 562.3% increase in A weak medium strong
failures at site DMU1 from 02:00 PM - 04:00 PM in324 '
primarily affecting clients connecting to WLAN asin324r asin ]
on the band 5 GHz. A majority of failures were due to amzn-internet D
Authorization Failure, specifically 802.1X authentication asin324r
failure.

@van
Sitewide Impact —— )

Failure Likelihood

2021 Juniper Networks JU | 10
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Device Health Framework

Troubleshooting

Take action for detected
anomaly of Devices: reinitiate,
change channel, reboot, etc.

Monitoring

Track Devices’ behavior at real
time

© 2021 Juniper Networks

&

Data in Cloud

Remediation

hardware failure: auto RMA
firmware failure: auto action

Detection

early detect the Devices’ anomaly
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Log Mining - Encoding

36.342752] kernel/sched_clock.c:150 setup_sched_clock sched_clock: 32 bits at 600MHz, resolution 1ns, wraps every 7158ms

36.350503] init/calibrate.c:290 calibrate_delay Calibrating delay loop... 2383.87 BogoMIPS (Ipj=1191936)

36.358297] mm/dma-mapping.c:384 atomic_pool_init DMA: preallocated 256 KiB pool for atomic coherent allocations WO rd 2VeC,
36.475534] mach-bcm/board_bcm_nsp.c:1076 northstar_init NorthStar+ >= B0 system with ACPAL disabled H I
36.518485]] sys/wlc_bmac.c:10_700 \Aﬁc_c?oreinit wl1: CORE E\JIT : mode 0 pkiclassify grxsplit 0 hdr conve 0 DMA_CT Disabled Loca I Ity SenSItlve
36.565028] sys/wlic.c:32836 wic_enable_probe_req wl1: wic_enable_probe_req: state down, deferring setting of host flags Hashi ng
36.598713] sys/wlc_rrm.c:6035 wic_rrm_send_nbrrep_cmn wl0: wic_rrm_send_nbrrep_cmn: Neighbor Report element is empty

36.606572] sys/wlc_rrm.c:6251 wic_rrm_send_nbrrep_cmn wic_rrm_send_nbrrep_cmn: fixup neighbor report response

85.522606] pc : [<c005c444>] Ir : [<c00453c0>] psr: 60000193

85.522606] sp : df2ebbe8 ip : df2ebc38 fp : df2ebc34

85.522609] r10: c08e34e8 r9 : 5¢c1452b1 r8 : 0002fe3a

85.522611] r7 : df2ebc68 r6 : c08e34b0 r5 : 4f86571f r4 : cO4bb9e0 TFI D F

85.522614] r3 : c08e3520 r2 : c08e34e8 r1: c08e34b0 r0 : df2ebc68 ’
85.522621] Control: 10c5387d Table: 7f29804a DAC: 00000015 One Hot Encoding
85.522639] bc00: c08e3408 ffffffff c08e34b0 7fffffff c08e3408 ffffffff c08e34b0 c08e34e8

85.522645] bc20: c08e3520 000004d0 df2ebc9c df2ebc38 c00453c0 c005¢410 c047e3b0 00000000

85.522651] bc40: c08e3520 c08e34e8 c08e34b0 00000003 c08e4320 df1459e0 df2ebc7c df2ebc68

85.522809] Backtrace:

85.522820] (*df2ebc34) [<c005c404>] (ktime_get_update_offsets+0x0/0x114) from [<c00453c0>] (hrtimer_interrupt+0x90/0x2d8)

85.522831] (*df2ebc9c) [<c0045330>] (hrtimer_interrupt+0x0/0x2d8) from [<c001486¢>] (twd_handler+0x38/0x48)

85.522844] (*df2ebcb4) [<c0014834>] (twd_handler+0x0/0x48) from [<c00730d4>] (handle_percpu_devid_irq+0x74/0x8c)

85.522856] (*df2ebcdc) [<c0073060>] (handle_percpu_devid_irg+0x0/0x8c) from [<c006f49c>] (generic_handle_irq+0x34/0x44) 1

85.522877] (*df2ebcf4) [<c006f468>] (generic_handle_irg+0x0/0x44) from [<c000ef74>] (handle_IRQ+0x48/0x98) Seq Uent|a| mOdeI’
85.522888] (*df2ebd14) [<c000ef2c>] (handle_IRQ+0x0/0x98) from [<c00086c0>] (gic_handle_irq+0x34/0x64) Sufﬂx Tree
85.522901] (*df2ebd34) [<c000868c>] (gic_handle_irg+0x0/0x64) from [<c000e2c0>] (__irg_svc+0x40/0x50)

85.522936] (*df2ebdcc) [<c024ec38>] (sock_alloc_send_pskb+0x0/0x334) from [<c024ef8c>] (sock_alloc_send_skb+0x20/0x28)

© 2021 Juniper Networks JUﬂ per | 12

NETWORKS



Log Mining - Encoding

[ 36.475534] mach-bcm/board_bcm_nsp.c:1076 northstar_init NorthStar+ >= B0 system with ACPAL disabled

Word2Vec

Northstar_init [12,4,25,80,...]
ACPAL [1,73,125,0,...]
disabled [34,29,12,58,...]

© 2021 Juniper Networks Jun”:)er | 13
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Log Mining - CLUSTERING

10 1

-101

2021 Juniper Networks

cluster

1

2
3
4
5

"202": #out of memory issue

MAC: 5C-%B-35-0E-1D-15
AP43:
jira id: "MIST-23158"
fixed ver:
"0.6": "0.6.17992"

"100": #wlan issue

MAC: 5C-5B-35-3E-C1-52
AP43:
jira id: "MIST-23269"
fixed ver:
"0.6": "0.6.17935"

X1 https://theanlim.rbind.io/post/clustering-k-means-k-means-and-gganimate/
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Juniper AlOps “Firsts”- driven by Mist Al
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Al-driven Virtual Network Assistant (Marvis) R

« NLP, Ciatsd QIE{m|0[A Throughput © 84% M\W oo ..S
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A d N Z O_I Wi Interference P20
I-ariven A|+H Capacity © >99% s -
; Non WiF Imerference

» All support tickets run through Al engine
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Natural Language Processing - Marvis Conversational Interface

WIRED ASSURANCE

Monitor wirea | wan | tocaton | insighs

Users

System changes

site Wired Assurance v

Today +

A A A A A AAA A AAAL

Success Rate R'EIES ‘ LURYWEE  Hide Excluded WLANs

Time to Connect @

Successful Connects @

Coverage @

2021 Juniper Networks

90%

success

98%

success

100%

success
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FRL1TSTAM 2 Q (@

Troubleshoot client Mist-Pi16 A

Found 3 problems on client Mist-
m Pi16(dca6320bc2f8). Here are the top 3.

Successful Connect AP Health

Time To Connect

Client Mist-Pi16(dca6320bc2f8) failed to
connect 23% of the time. Found
authentication problems on WLAN
pi_stage_psk and band 24 GHz because of
WPA 4way handshake timeout.

Most failures across the site occurred on
wlan pi_stage_psk.

|

wou
wou

| can show you more details if you want

Failure Timeline

Other Imnacted Clients

Ask a question or search for something

Ve
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CH2tA Marvis € Solf 21 ™
o
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Ticket2 €+
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driven by mlst AI

Wireless Wired SD-WAN Data Center

'A\
@ ? rrr r r
T
Devices and Users I I I I Multicloud Apps

Connected Security

Our Mission:
Juniper= Mist A2 £35f| A|ZF} H| 22 AMokstn Y| 9= 122 X125t
St AF8AL A E AS 3t MER ITALHE =5t JSL L
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SMART CAMPUS - User Experience Support
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OZH ALY| - CLEHA CYSt

https://www.juniper.net/us/en/company/case-studies-customer-success/dartmouth/
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