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용어설명 : OT/ICS/SCADA 
OT�:�운영 기술 (Operational�Technology)

• 산업운영을관리하는컴퓨팅시스템을의미하며 IoT,�무선,�
엣지컴퓨팅등생산관리,�운영통제및 모니터링포함

ICS�:�산업 제어시스템 (Industrial�Control�System)

• 산업프로세스를제어하는운영기술시스템으로제조업의생산및
DCS,�MES,�ERP�와 기반시설산업시스템등포함

SCADA�:�SCADA(Supervisory�Control�and�Data�Acquisition)�

• 현장의상태및정보를 PLC나 원격접속장비로수집하며,�
원격지에서모니터링,�분석,�제어하여설비를운용하는시스템

OT�security�is�“practices�and�technologies�used�to�protect�people,�
assets�and�information,�monitor�and/or�control�physical�devices,�
processes�and�events,�and�initiate�state�changes�to�enterprise�OT�
systems”��-Gartner�-

OT ICS SCADA

Smart 
Factory
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Operational Technology (OT): Used For

감시, 제어, 운영 산업 자동화
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Operational Technology (OT)
적용분야

다양한산업시설
기반시설, 스마트펙토리등에서사용됨

다양한환경조건에서운영됨
가혹한환경 (온도, 습도, 진동), 공장 & 데이타센터
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IT 와 OT의 보안은 어떻게 다른가?

보안성 안정성

IT 보안 목표 우선 순위 OT

중간, 지연 가능 가용성 요구사항 매우 높음

지연 가능 실시간성 요구사항 크리티컬

약 5년 구성요소 라이프 사이클 20년 이상

정기적 / 필수적 패치 및 보안감사 상대적으로 가끔

높음 / 성숙 보안에 대한 인식 증가하고 있음

글로벌 표준 프로토콜 특수성

가용성

기밀성

무결성가용성

기밀성

무결성

IT vs OT
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OT 기간산업시설공격 -위험은실제상황

2015201420132010

• Stuxnet,이란핵프로그램중단

• 뉴욕댐수문유출
• 독일제철소파괴
• 자동차변속기및
브레이크제어

• 우크라이나전력망은
오프라인노크

• 병원약물주입
펌프해킹

• 미시간신호등
해킹

2018 20192017

• 랜섬웨어로머크
제약글로벌생산
중단 ($ 1B 손실)

• 랜섬웨어에의한
Maersk Shipping 
글로벌셧다운
($ 250M 손실)

• Taiwan TSMC 
워너크라이변종 2일간공장중단
($170M 손실)

• Soudi Petrochemical
Trisis / Triton : 안전을위협하도록
설계된악성코드

• Norsk Hydro
랜섬웨어(록커
고가)로글로벌
알루미늄생산
중단

• 랜섬웨어로
ASCO 부품
종료
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포티넷OT�산업보안위협분석보고서요약
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Fortinet�:�OT�산업보안분야의리더

15%

17%

19%

21%

23%

25%

27%

2018

Vendors with Recognized OT Solutions

GE
Fortinet
Honeywell-Nextnine
CyberX
IBM
PAS
Indegy
Bayshore
Security Matters
Rockwell Automation
Palo Alto Networks
Cisco
Nozomi

Source:�Commissioned study conducted by Forrester Consulting on behalf of Fortinet, January 2018
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$200M+
Research & Development

Large investment

$2B+
Revenue

Fastest growing 

#1 Cybersecurity 
Company in the World

Leading Every Evolution
of Cybersecurity

450,000+
Customers

Massive sensor network

650+
Patents

Organic growth

30%
Global Firewall Shipments

Huge scale

$18B
Nasdaq: FTNT

Profitable

Fortinet (Nasdaq: FTNT)
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Fortinet OT 보안 솔루션 도입 고객사
Utilities & Energy Manufacturing Communications Government
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Fortinet : OT 얼라이언스파트너쉽
OT TECHNOLOGY PARTNERS

SOLUTION VENDORS AND SYSTEMS INTEGRATORS

Active Partners Listed Partner Others

Control Vendors GSIs Others
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ICS벤더사협업모델 : GE
• Fortinet do business with GE Power as well as GE

Renewables, GE energy and GE Grid (the old Alstom)

• Our FortiGate is their standard BOM for UTM/Firewalls.

• Typically they deploy out FortiGate 301E in pairs for high

availability.

• GEH-6840G - NetworkST 3.1 / 4.0 for Mark* VIe Controls

Application Guide, April 2019

• https://www.ge.com/content/dam/gepower-

pgdp/global/en_US/documents/automation/GEH-6840.pdf
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ICS벤더사협업모델 : Siemens
• Securing your critical infrastructure

with RUGGEDCOM Cybersecurity

Solutions.

https://press.siemens.com/global

/en/pressrelease/siemens-

hosting-platform-solving-

complex-cybersecurity-

challenges

• Fortinet and Siemens Security

Solutions : Industrial Switching

Platform with Integrated FortiGate

for Enhanced Security and

Simplified Deployments



© Fortinet Inc. All Rights Reserved.

ICS벤더사협업모델 : ABB

Rugged FortiGate
Transparent Mode

Rugged FortiGate
Transparent Mode

Rugged 
FortiGate



© Fortinet Inc. All Rights Reserved.

Visibility 벤더사협업모델 : Claroty
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Network 
Switch

Network 
Switch

Engineering 
Workstation

HMI

PLCs

Visibility 벤더사협업모델 : CyberX

SOC/DMZ

FortiSIEM FortiGate

Real-time 
threat 
alerts

Asset data for creating 
granular segmentation 
policies via tags

Physical or 
virtual appliance
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Behavioral 
Analysis

Deep SCADA 
Understanding

Unintrusive
Passive 

Monitoring

Automatically learns ICS 
behavior and detects 
suspicious activities

Security Policy 
Enforcement

Flexibility to enforce security 
policies with different degree 
of granularity

Deep understanding of all 
key SCADA protocols, 

open and proprietary

Active Traffic 
Control

Proactive filtering of 
malicious and unauthorized 
network traffic

Real time passive monitoring 
guarantees no performance impact and 

permits visibility at different layers of the 
Control and Process Networks

In-line
Protection

In-line separation 
between IT and OT 
environments

Turn–key Internal and 
Perimeter Visibility

Fine Tuning, Control and 
Monitoring of the Firewall Ruleset

Proactive SCADA 
Security

Visibility 벤더사협업모델 : Nozomi
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Visibility 벤더사협업모델 : Nozomi
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Visibility 벤더사협업모델 : Nozomi



AGENDA
포티넷과 ICS 벤더사와 협업 사례2

포티넷 OT 보안 아키텍처와 구축 예시3

OT & 보안 위협 동향1

4 OT/ICS/SCADA 인프라 보호 제안

5 OT 보안 취약성 방어 데모



© Fortinet Inc. All Rights Reserved.

Purdue Enterprise Reference Architecture (ISA-99, IEC-62443)
ICS 보안레퍼런스

• OT 인프라 보안
(NGFW, UTM, IDS/IPS, L2 스위치, 비인가 자산 제어/NAC)

• OT 인프라 가시성 & 통합관리
(ForgiGate, FortiSwitch, FortiManager, FortiAnalyzer)

• OT SOC 통합관제
(FortiSIEM, SOAR)

• OT 위협 탐지 & 방어
(IDS/IPS, Sandbox, AI)

• OT 단말보안
(AV, EDR, NAC)

• 국제 & 국가 규정 준수
(Compliance)
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Purdue, ISA-99, IEC-62443

Industrial Control System 
Physically Segmented 

Production Line

Fortinet Secure
Unified Access Solution 

Fortinet  
Operational Technology 

Fabric Solution

FortiGate Edge Firewall
Enterprise Protection

Physical Internal
Segmentation of Production Lines 

Wide Area 
SD WAN
3G 4G Extension
VPN

Authentication
Two Factor
Access Control 

FortiGate Firewall
Industrial FortiGuard 
Application Control 
IPS 

Physical Security
Physical Relays
Stack lights 
Presence Analytics 
FortiCAM

FortiSwitch
FortiAP’s 
Micro Segmentation 
Layer Two 

FortiLink

Operator PC

Serial to IP

M
ic

ro
Se

gm
en

ta
tio

n PLC or RTU

Engineering 
WorkStation

Level 0
Physical Plant Floor
Instrumentation Bus 
Network

Level 1
Process Control 
Local Area Network

Level 2
Supervisory 
Control Network

FortiGate 
FortiLink
FortiSwitch
Private VLANs
Micro Segmentation

Remote Edge 
Manufacturing Plant 
FortiGate 
Firewall 
Internal Segmentation 

Wide Area Network 
MPLS, SD-WAN, 3G, 4G, APN, VPN
ADSL, Cable

포티넷OT보안레퍼런스아키텍처모델
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포티넷OT보안레퍼런스아키텍처모델

Purdue, ISA-99, IEC-62443

Level 3
Operational DC 
Manufacturing Zone

Level 3.5
Operational DC DMZ  
Management Zone

FortiGate 
FortiLink
FortiSwitch
Private VLANs
Micro Segmentation

Wide Area Network 
MPLS, SD-WAN, 3G, 4G, 
APN, VPN
ADSL, Cable

FortiSwitch

Remote User

Level 4
External 
Enterprise LAN
Corporate Environment

Level 5
Internet DMZ 
Enterprise
Corporate Environment

Remote Vendor

Zones of 
Control 
Zones and 
Conduits 
Micro 
Segmentation
Physical and 
Virtual 
Segmentation

Engineering 
Server Zone 

Historian
Server Zone

Application 
Server Zone 

Engineering 
WorkStation Zone 

Operator 
WorkStation Zone 

Domain 
Controller

FortiClient 
EMS Server FortiAuthenticatorFortiManager FortiAnalyzer

FSSO

FortiSandboxFortiSIEM

FortiMailFortiWeb
Email 

Servers
Web 

Servers

Enterprise 
Desktops

Business 
Servers

FSSO
Authentication Services

& 
Domain Controllers

Level External 
Internet

FortiSwitch

FortiGate 

FortiGate 

FortiGate 

FortiGuard Threat 
Intelligence Service

FortiGuard 
Global 

Intelligence

Operational Technology (OT) Authentication Boundary 

EXTERNAL 
INTERNET
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OT보안 구축 예시 : 네트워크 Zoning

Traditional Sample Network with Zoning

Cybersecurity Assessment – The Most Critical Step to Secure an Industrial Control System 

NGFW

NGFW
NGFW

NGFW
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• Plant Edge – FortiGate

• Purdue Zoning/Conduits -
Rugged FortiGate

• Remote Access – FortiClient / 
FortiAuthenticator

OT보안 구축 예시 : 사이버보안 디자인
Cyber Security System Technical Design

Cyber Security System Technical

NGFW

NGFW

NGFW

NGFW

NGFW
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• Plant Edge – FortiGate

• Purdue Zoning/Conduits for 
SIS LAN – FortiGate

• Remote Access – FortiClient 
/ FortiAuthenticator 2FA

OT보안 구축 예시 : 안전 계장 시스템 (SIS)
Schneider Triconex® Safety Instrumented Systems 

A practical guide to maximizing the resilience of your EcoStruxure Triconex Safety Systems against 
cyber threats. 

NGFW

NGFW
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• Plant Edge – FortiGate

• Purdue Zoning/Conduits –
FortiGate

• Wireless Point – FortiAP

OT보안 구축 예시 : Intelligent Building 보안
Intelligent Building Management Systems

Best Practices for Securing an Intelligent Building Management System (iBMS) 

Secure
Network
Access

NGFW

NGFW
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OT/ICS/SCADA인프라보호제안

l 제안1 : Segmentation & 접근제어

l 제안2 : OT 보안 가시성

l 제안3 : OT 보안관리및 APT 탐지방어기능
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제안1 : Segmentation & 접근제어

EMI
Thermal
Vibration

Industrial Grade & 
Compliance Ready

IT

FortiGate

Lever 3~3.5

Level 2
Supervisory 

Control

Level 1
Basic Control

Secure 
Gateway

Level 0
Process

FortiGate

FortiGate

HMI HMI HMI HMI

FortiGate

FortiGate

RTU PLC RTU PLC

ICS Network 1 ICS Network 2

서로 다른 ICS 네트워크
사이의 접근 제어
- 미러링 모드 적용 가능
- Low latency

ICS 네트워크 내부의
세부 분할

FortiAuthenticatorUser ID, Device 
종류를 구분하여
접근제어
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Purdue Model Zoning –마이크로세그멘테이션

PLC PLC

vlan 1

Vendor Switch

FortiGate

vlan 1

PLC PLC

vlan 1

FortiSwitch

FortiGate

vlan 1
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• Process Layer의추가적인보안적용 : VLAN내의트래픽차단
• 단말간에는서로간에보이지않고,
• 단말은 FortiGate를통해서만통신가능
• FortiGate는필요한단말간또는그룹간의접근정책만을허용

Purdue Model Zoning –마이크로세그멘테이션

Level 0
Physical Plant Floor

Programmable 
Logic Controller #2

Programmable
Logic Controller #1

Programmable
Logic Controller #3 

Level 1
Process Control 
Local Area Network

Level 2
Supervisory 
Control Network

Operator PC Engineering 
WorkStation 

vlan100 vlan100

Fortilink
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제안2 : OT�네트워크보안가시성

NGFW.1 ISFW.1

ISFW.2 Switch.2

Switch.1

Sandbox Analytics

Private Cloud

Public Cloud

New Downstream Device Quarantine

New Device and Status Visibility

New Aggregate FortiGate View

AWSFW.1

ACI.1

Internet

Now 5 M 1H 24H 7D

500MB

300MB

50MB

Physical Logical

New Historic Trending
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Security�Fabric상의네트워크보안가시성확보
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OT�네트워크보안가시성­해외D그룹사구축사례
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엔드투엔드가시성

See everything from connection level to applications and security

Device Type Device
InformationTraffic TypeNetwork UsageConnection 

Location

Applications Security Threats Actions Taken Compliance
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엔드투엔드가시성

See everything from connection level to applications and security

Connection 
Location Network Usage Traffic Type Device Type Device 

Information

Applications Security Threats Actions Taken Compliance
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산업시스템을위한 IPS / App-Control
지원 프로토콜
--------------------------------
§ BACnet

§ DNP3

§ Elcom

§ EtherCAT 

§ EtherNet/IP

§ HART

§ IEC 60870-6 
(TASE 2) /ICCP

§ IEC 60870-5-104

§ IEC 61850

지원하는 어플리케이션 및 벤더
-----------------------------------------------------
§ 7 Technologies/

Schneider Electric

§ ABB

§ Advantech

§ Broadwin

§ CitectSCADA

§ CoDeSys/3S-Smart

§ Cogent

§ DATAC

§ Eaton

§ GE

§ Honeywell

§ Iconics

§ InduSoft

§ IntelliCom

§ Measuresoft

§ Microsys

§ MOXA

§ PcVue

§ Progea

§ QNX

§ RealFlex

§ Rockwell

§ RSLogix

§ Siemens

§ Sunway

§ TeeChart

§ VxWorks

§ WellinTech

§ Yokogawa

§ LONTalk

§ MMS

§ Modbus

§ OPC

§ Profinet

§ S7

§ SafetyNET

§ Synchrophasor

§ MMS
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IPS 시그너쳐 제공 (Schneider Electric 예시)

OT/ICS/SCADA보안 – IPS 시그너쳐제공

§ Schneider.ClearSCADA.OPF.File.Parsing.Out.of.Bounds.Array.Index (CVE-2014-
0779)

§ Schneider.ClearSCADA.Remote.Authentication.Bypass
§ Schneider.Electric.Accutech.Manager.SQL.Injection
§ Schneider.Electric.DTM.development.kit.Buffer.Overflow (CVE-2014-9200)
§ Schneider.Electric.GP-Pro.EX.ParseAPI.Heap.Buffer.Overflow
§ Schneider.Electric.InduSoftWebStudioAgent.Remote.Code.Execution (CVE-

2015- 7374)
§ Schneider.Electric.Interactive.Graphical.SCADA.Buffer.Overflow (CVE-2013-

0657)
§ Schneider.Electric.OSF.Configuration.File.Buffer.Overflow (CVE-2014-0774)
§ Schneider.Electric.Pelco.DSNVs.Rvctl.RVControl.Buffer.Overflow (CVE-2015-

0982)
§ Schneider.Electric.ProClima.Atx45.ocx.ActiveX.Access (CVE-2014-8511, CVE-

2014-8512)
§ Schneider.Electric.ProClima.MDraw30.ocx.ActiveX.Access (CVE-2014-8513, 

CVE-2014-9188)
§ Schneider.Electric.ProClima.MetaDraw.Buffer.Overflow (CVE-2014-8514)
§ Schneider.Electric.SCADA.Expert.ClearSCADA.XSS (CVE-2014-5411)
§ Schneider.Electric.VAMPSET.CFG.File.Handling.Buffer.Overflow (CVE-2014-

8390)

§ Schneider.Modicon.M340.Password.Buffer.Overflow (CVE-2015-7937)
§ Schneider.Quantum.Module.Backdoor.Access (CVE-2011-4859)
§ Schneider.SCADA.Expert.ClearSCADA.Authentication.Bypass (CVE-2014-

5412)
§ SchneiderElectric.ProClima.F1BookView.Memory.Corruption (CVE-2015-

7918, 
CVE-2015-8561)

§ SearchBlox.File.Exfiltration (CVE-2015-7919)
§ Sielco.Sistemi.Winlog.File.Access.Directory.Traversal (CVE-2012-4356)
§ Siemens.0day.40142
§ Siemens.ALM.almaxcx.dll.ActiveX.Arbitrary.File.Overwrite (CVE-2011-4532)
§ Siemens.Automation.License.Manager.DoS (CVE-2011-4529, CVE-2011-

4531)
§ Siemens.S7300.Hardcoded.Credentials.Security.Bypass
§ Siemens.Simatic.WinCC.Default.Password (CVE-2010-2772)
§ Siemens.SIMATIC.WinCC.Flexible.HmiLoad.Multiple.Vulnerabilities 

(CVE-2011-4877)
§ Siemens.SIMATIC.WinCC.Flexible.miniweb.DoS (CVE-2011-4879)
§ Siemens.Tecnomatix.FactoryLink.Multiple.Vulnerabilities
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OT/ICS/SCADA보안 --버추얼보안패치
§ SCADA 보안 침입방어 시그니처 내장

» 대부분의 OT 프로토콜을 식별하여

위협 트래픽 패턴을 탐지

» OT 제품의 취약점을 직접 패치하지

않더라도 산업 보안 시그니처를 통해

OT용 차세대 방화벽에서 통제

※ 포티넷은 산업 네트워크 보호를 위한 시그니처

개발에 지속적인 투자와 관심을 기울이고 있습니다.

버추얼보안패치



© Fortinet Inc. All Rights Reserved.

섬세한 OT 어플리케이션 제어 (DNP3 예시)

OT/ICS/SCADA보안 –어플리케이션제어

§ DNP3
§ DNP3_Assign.Class
§ DNP3_Cold.Restart
§ DNP3_Confirm
§ DNP3_Delay.Measurement
§ DNP3_Direct.Operate
§ DNP3_Direct.Operate.Without.Ack
§ DNP3_Disable.Spontaneous.Messages
§ DNP3_Enable.Spontaneous.Messages
§ DNP3_Freeze.And.Clear
§ DNP3_Freeze.And.Clear.Without.Ack
§ DNP3_Freeze.With.Time
§ DNP3_Freeze.With.Time.Without.Ack
§ DNP3_Immediate.Freeze

§ DNP3_Immediate.Freeze.Without.Ack
§ DNP3_Initialize.Application
§ DNP3_Initialize.Data
§ DNP3_Operate
§ DNP3_Read
§ DNP3_Response
§ DNP3_Save.Configuration
§ DNP3_Select
§ DNP3_Start.Application
§ DNP3_Stop.Application
§ DNP3_Unsolicited.Message
§ DNP3_Warm.Restart
§ DNP3_Write
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OT/ICS/SCADA보안 --어플리케이션제어
§ 산업 네트워크 어플리케이션 시그니처 내장

» 산업 현장에서 사용되는 프로토콜의

상세 Action 단위로 제어

» 현장에서 꼭 필요하거나 사용중인

액션만 허용하고 불필요한 패턴은

탐지 또는 차단 가능

※ 포티넷은 산업 네트워크 보호를 위한 시그니처

개발에 지속적인 투자와 관심을 기울이고 있습니다.

OT�어플리케이션제어
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OT 네트워크 보안 구성 : 유무선 통합관리

스위치 통합관리
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OT 네트워크 보안 구성 : 유무선 통합관리

무선AP 통합 관리 (FortiAP)
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제안3 : OT 보안관리및APT 탐지방어기능
IT

Lever 3~3.5

Secure 
Gateway

HMI HMI HMI HMI

RTU PLC RTU PLC

ICS Network 1 ICS Network 2

FortiSandbox를 이용하여

알려지지 않은 지능형

위협에 대한 실시간 방어

FortiSandbox

FortiSIEM

FortiSIEM, FortiNAC, 

FortiSOAR, 3rd Party

연동(Nozomi 등)를 이용하여

OT 가시성 및 관리성 확보

Level 2
Supervisory 

Control

Level 1
Basic Control

Level 0
Process

FortiAI

FortiSOAR

※ OT VMS : Visibility, Management, Security
(OT 가시성, 관리성, 보안성)
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OT-VMS (가시성, 관리성, 보안성) 제공
FortiSIEM

• 사전정의된 Report,�대시보드,�Log�Parser
• 다양한글로벌 벤더제품과도빠르고 손쉽게
연동및운영가능

• 비정상행위발생시 이에대한방어액션
스크립트를 자동으로 전달

Nozomi�ScadaGuardian

• OT�전문 가시성 및 관리솔루션

• 특정단말차단필요시 자동으로방화벽 정책을
생성하여 FortiGate에게 전달

• FortiSIEM,�FortiNAC 과 연동
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APT 탐지방어 기능 : 제로데이악성코드/멀웨어탐지

ATP�Attack

FortiGate
산업용차세대방화벽

FortiSandbox
악성코드분석시스템

② Sandbox�VM에서

제출받은객체분석

③분석결과를

토대로생성한

시그니쳐업데이트

OT망

FortiGate (산업용차세대방화벽)

• 1차 보안 필터링(AV,�IPS,�WF,�SSL,�AC,�DoS...)
• CDR�(문서 무해화) 기능

• 샌드박스 분석결과를로컬 DB�업데이트 후 자동차단

FortiSandbox (악성코드분석시스템)

• FortiGate에서 객체 수신

• 모든실행파일 및 URL접속 행위분석
• 위험등급 지정및결과값반환

• 위협인텔리전스 동적생성및배포(AV DB)
• 타보안장비와연동가능한 표준위협공유지원
(STIX/IOC)

①의심스러운파일을

Sandbox로전달
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FortiAI: 가상보안분석가TM

업계최초온프레미스딥러닝 AI 모델

50

가상보안분석가TM심층신경망을통해
위협을식별및분류하고 1초안에
멀웨어를탐지함.

FortiAI
가상보안분석가TM
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OT & 보안 위협 동향1
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데모1. IDP/IPS Signature Virtual Patching
• CVE 2017-7575: Schneider Electric Modicon

TM221CE16R 1.3.3.3 devices 

• Allow remote attackers to discover the 
application-protection password via a 
\x00\x01\x00\x00\x00\x05\x01\x5a\x00\x03\x00 
request to the Modbus port (502/tcp). 

• Subsequently the application may be arbitrarily 
downloaded, modified, and uploaded. 
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데모1. IDP/IPS Signature Virtual Patching
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데모1. IDP/IPS Signature Virtual Patching
해커 Linux에서다음명령수행

echo�-n�-e�'\x00\x01\x00\x00\x00\x05\x01\x5a\x00\x03\x00'�| nc 10.55.55.99�502

echo�-n�-e�'\x00\x01\x00\x00\x00\x05\x01\x5a\x00\x03\x00'�| nc 10.55.55.100�502

https://fortiguard.com/encyclopedia/ips/44293
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데모1. FortiGate – Triton Malware”Triton.Malware.Backdoor" Industrial DB v15.00856



© Fortinet Inc. All Rights Reserved.

데모1. FortiSandbox – Triton Malware
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데모2. PLC 스캔차단
Simens S7�PLC�:�Windows에서 S7�PLC�에뮬레이터실행

https://sourceforge.net/projects/snap7/files/1.4.2/

S7 Master
S7 PLC
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데모2. PLC 스캔차단
해커 :�Moki 툴을 이용하여 PLC 정보스캔
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데모2. PLC 스캔차단
네트워크보안방화벽(FortiGate)이용 :�PLC 정보 SCAN�차단
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