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=0 €2 : OT/ICS/SCADA

OT : 29 7|= (Operational Technology)
=

. MRYSES Balste AEL AAS ol0|5}D loT, B4,
AAZHEE S M2, SHEN U DUIER EF

ICS : A A0 A|AEH (Industrial Control System)

o A Z2MAES A0S 2F7[= A|LEICE A2 Yo ik 2
DCS, MES, ERP 2} 7|BtA| A MHAAEI S LGt

SCADA : SCADA(Supervisory Control and Data Acquisition)

. BEo| MEj Y HHE PLCLH A2 HAHH|Z 250,
AZ(0M ZUEY, 24, AOf3H0 IS 283t= XA

OT security is “practices and technologies used to protect people,
assets and information, monitor and/or control physical devices,
processes and events, and initiate state changes to enterorise OT
systems” -Gartner -
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Vendors with Recognized OT Solutions

27%

25%

!
23% —
21% Ly
19% L)
) _ ““[“‘\llllllllllll |III IIII
15%

2018

Source: Commissioned study conducted by Forrester Consulting on behalf of Fortinet, January 2018

F:=RTINET

R 4

m Fortinet

m Honeywell-Nextnine
m CyberX

= |BM

m PAS

m Indegy
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m Security Matters
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Fortinet (Nasdaq: FINT)

$18B

Nasdaqg: FTNT

Profitable

149
|§B

c +

D

Fastest growing

450,000+

Customers

Massive sensor network
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#1 Cybersecurity
Company in the Worid

Leading Every Evolution

of Cybersecurity

30%

Global Firewall Shipments

Huge scale

$200M+

Research & Development

Large investment

650+

Patents

Organic growth
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Fortinet do business with GE Power as well as GE

|
Renewables, GE energy and GE Grid (the old Alstom) G .2, i
Our FortiGate is their standard BOM for UTM/Firewalls. R
Typically they deploy out FortiGate 301E in pairs for high

10.10.10.0/30

availabillty. ' . M.&Dfprn;mllWr

GEH-6840G - NetworkST 3.1 / 4.0 for Mark* Vle Controls
Application Guide, April 2019 -
https://www.ge.com/content/dam/gepower- ﬁ ﬁ ﬁ
pgdp/global/en US/documents/automation/GEH-6840.pdf o e |

[ Actnvs Dunsoissly [
Sache)
172.16.192.0/20

& ﬁ

UDH

172.16.96.0/22

GE ICS Architecture Based on ISA 99 Zoning Model
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» Securing your critical infrastructure
with RUGGEDCOM Cybersecurity
Solutions.

https://press.siemens.com/global

/en/pressrelease/siemens-

hosting-platform-solving-

complex-cybersecurity-

challenges

* Fortinet and Siemens Security

Solutions Industrial  Switching
Platform with Integrated FortiGate

and

for ~ Enhanced  Security

Simplified Deployments
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RUGGEDCOM cybersecurity solutions
instolled on the RUGGEDCOM
Multi-Service Plotform designed

for harsh environments and
misston-critical opplications,

[ industrial Ethemet

@ Anomaly-based Intrusion
Detection System (IDS)

(@) Deep Packet Inspection (DP1)
@ Intrusion Prevention System (IFS)

@ Mext Generation Firewall (NGFW)

(5) RUGGEDCOM CROSSBOW -~
Secure Access Control

Siemens

Corporate Network

Enterprise

Remote Access

___ NG

Application
Server(s)

Operations Center

- Authentication
Server(s)

ID5 Console Event Reporting,
Forensics, Risk Assessment

o wn e AR ~
‘ﬁ:GGEDLOM

RX1500

B RUGGEDCOM CROSSBOW

’ @ O IB . Secure Access Manager

®

- Application

Sarver(s)
|
\ |
~ f

k] -— - =

Remote 5|te
— ~

‘GCUI’Itj’ Morutonng\

; RUGGEDCOM RX1500 \

with APE1808 and ADM | U

- — RUGGEDCOM RX1500
- \
e with APE1808 and
g - ( CROSSBOW SAM-L

; R & :I' - A oo
\Q@ /l ‘ B RUGGEDCOM H.(lﬁ'f

P with APE1B08 y

Somm=" \ 0.0 /

~__—

Patch Server,
Anti-virus, etc.

LAN Switch
RUGGEDCOM RST2228

3L

LAM Switch
RUGGEDCOM RS5T2228
= " =
L]
(.
Field Devices

Engineering
Workstations

Controlier
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mMaintenance Center {Security Zone 4) Remote Control Center

[Security Zone 3)
Encrypted
communication

Workstation } Securty Zoneg 2
Antivirus MicroSCADA Pro SYS500
- Artivirus

Encrypted
communication

Rugged FortiGate

Rugged FortiGate
ransparent Mode

Transparent Mode

IECE1850-8-1 Station Bus

[ e v et h

=

ez s il
a1} _
Control &nd Protection |[ED

Security Zone 1
Parimeter Protection
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Corporate Network

IT/OT DMZ Zone

Operations

Process Network

Control Network

Field Devices I/O
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Security Operations Center (SOC)

Firewall

Log Mgmt. SIEM Analytics
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— Y
Jump Box

E FiZRTINET
FortiGate m

Repl Historian

Operator Station

-

Patching Server

Historian

=

Scada Server HMI

ZIATINET
FortiGate

Scada Server

CIRTINET.
FortiGate

G

E I~

M M O CO

Actuator Valve Pump Fan
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HAtSEE2E : CyberX

Visibility tl

SOC/DMZ
Real-time Asset data for creating
threat granular segmentation
alerts policies via tags
Engineering - » -
Worlstatir @ - =P e
== e LLLLY < ¥

Neto kT Ny Physical or ™ T N - K

HMI y 2o ) =R A virtual appliance .. =~ T A e etwor

&=  Switch~ o === Switch
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Visibility 2l Al

Real time passive monitoring
guarantees no performance impact and
permits visibility at different layers of the

Control and Process Networks

Deep understanding of all
key SCADA protocaols,
open and proprietary

Automatically learns ICS
behavior and detects
suspicious activities

cdl .
T = .

Nozomi

¢ NOZOMI  PezmTINET

Unintrusive
Passive
Monitoring

In-line
Protection

Deep SCADA
Understanding

Active Traffic
Control

Behavioral
Analysis

Security Policy
Enforcement

F:RTINET

Fabric-Ready

In-line separation
between IT and OT
environments

Proactive filtering of
malicious and unauthorized
network traffic

Flexibility to enforce security
policies with different degree
of granularity

Turn—key Internal and
Perimeter Visibility

Fine Tuning, Control and
Monitoring of the Firewall Ruleset

Proactive SCADA
Security

F:=RTINET
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Level External
Internet

Internet
Internet ISPB 7T ]
a = (o) st (3] memrme. RTERE

Level 5
Internet DMZ -
Eztchii Environment Fortl net
- ) securi
ecurity
iy =~ Fabric
External
Enterprise LAN
Corporate Environment
Opiy fyseag o
i FSs0
Level 3.5
Operational DC DMZ /\, /®\, /\ E
P © - 1@ —
Management Zone A ep v v v ¥ =
Domain Controller

Zones of Control
Zones and Conduits
Micro Segmentation
Physical and Virtual
Segmentation

Manufacturing Zone Guardian

O, ()
Level 3 ) |~ o, o,
O:‘::rational DC @ gﬁ > O% OE
Historian

FortiGate
Fortilink = =
FortiSwitch @ ................... \}\>
Private VLANS Guardian #
Micro Segmentation

Wide Area

Wide Area Network
MPLS, SD-WAN, 3G, 4G,
APN VPN, ADSL, Cable

SD-WAI Critical Manufacturing Purdue, ISA-99, IEC-62443

263G, APN
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Visibility HIC

#

Edit Fortinet FortiGate

Connected to Fortinet FortiGate 192.768.138.109

Host

192168138109

User

nozomi

Password

Save

==RTINET
Fortinet Confidential

=:|

=

D C‘ll . n F::RTINET
| L= NOZOml Fabric-Ready

Options

Enable nodes blocking
Control nodes communication in the firewall according to the Environment status

Enable links blocking
Control links communication in the firewall according to the Environment status

Enable session kill
Kill malicious sessions when a new alert of the selected types is raised

£ VINEW-MAC ?
1 VENEW-SCADA-NODE 7

£ VINEW-NODE ?

£ VINEW-PROTOCOL ?

[ VENEW-LINK ?

£ VINEW-FUNC-CODE ?

] VIPROGNEW-VAR ?

] VIPROCNEW-VALUE ?

' SIGN:SCADA-MALFORMED ?
' SIGN:NETWORK-MALFORMED ?
1 SIGN:SCADA-INJECTION ?

' SIGNINVALID-IP ?

{7 SIGN:DHCP-OPERATION 2

e/ PROCCRITICAL-STATE-ON 7

(<< BB N B NN N

Enable ports check
Insert a policy in the FortiCate firewall only if the source and destination ports are different. This may
be useful to disable if the FortiGate is in transparent mode.

Enable logging
Log violation traffic
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Purdue Enterprise Reference Architecture (ISA-99, IEC-62443)

ICS 20t dflIH& A

Industrial
Demiltarized

Foofah pogntalk  Engreeny  Remoie
Level 3 AR | Diecoy  Wolsisn | &9 g gpaions Security
Zone(s)

Tak |
= ==
Engneering  Cipargior
Workstation | Inierfacs

REY ZE|Y OT Mo 24 29

F:=RTINET

- OT Q=2 2o
(NGFW, UTM, IDS/IPS, L2 A9|X]|, H|Q17} X}4F H|0/NAC)

- OT =2} 7HA 'S & SEEL
(ForgiGate, FortiSwitch, FortiManager, FortiAnalyzer)

« OT SOC S¢&HatA|
(FortiSIEM, SOAR)

. OT 918 ©X| & ol
(IDS/IPS, Sandbox, Al)

- OT St HOL
(AV, EDR, NAQ)

. 2H & 27t Y T4

(Compliance)

© Fortinet Inc. All Rights Reserved.
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Purdue, ISA-99, IEC-62443

FORTINET
SECURITY
FABRIC

Wide Area Network
MPLS, SD-WAN, 3G, 4G, APN, VPN
ADSL, Cable

Remote Edge
Manufacturing Plant
FortiGate

Firewall

Internal Segmentation

Fortinet
Operational Technology
Fabric Solution

Sl

Industrial Control System
Physically Segmented
Production Line

Industrial Control System
Physically Segmented
Production Line

1 Engineering

z Engineering
. WorksStation

Level 2
Supervisory
Control Network

FortiGate
FortiLink
FortiSwitch

~ |
:
Private VLANs

Micro Segmentation

= e e = o ]

IF.,evel 1 contro O | s PLC or RTU g - PLC or RTU
rocess Contro! 2 P .
Local Area Network 808 | % O. 3 | o 2 @ gj iy | i
) L <) ?

| I I I 1 i
Level 0 T & LR
Physical Plant Floor I MY &
Instrumentation Bus S
Network x S - e
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Micro

Segmentation

Fortinet Secure

Industrial Control System
Physically Segmented
Production Line
Engineering
WorkStation

~ Unified Access Solution
]
LB @ .
0L e
3G 4G Extension
E VPN

aCa
O(\ - FortiGate Edge Firewall

Enterprise Protection

Physical Internal
Segmentation of Production Lines

Authentication
Two Factor
Access Control

FortiGate Firewall
Industrial FortiGuard
Application Control
IPS

FortiLink

FortiSwitch
FortiAP’s

Micro Segmentation
Layer Two

Physical Security
Physical Relays
Stack lights
Presence Analytics
FortiCAM
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Purdue, ISA 99, IEC 62443

FORTINET
SECURITY
FABRIC

i .O. Zones of
(O~ Control
0.0 Zones and
Conduits
Micro
Segmentation
Physical and
Operator Virtual
WorkStation Zone Segmentation

I FortiGate
FortiLink

I FortiSwitch
Private VLANs

I Micro Segmentatlon

-
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Business Workstations
Ampla & Historian Clients

) (4

A sl

E_E

Router

vVijeo Historian, Ampla
(Historian and MES)

Vijeo Citect .
and OFs 2 ! P annexium

sc. Unity:Pro, _A J]i network Manager
CAas Administration

and 0PC) — — (Network Mgmt)
- ' Waorkstation

& N

<

1_ Controlier ﬁ HMI/PC

Hot-standby

Controller
Remote 10
®
= i
‘ Remote 10
IS ‘ [
: ]
e =1 FEEETE
“ _ T
u 1 R Distributed 10

Energy
Monitoring

Traditional
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Business Workstations

Enterprise -
A Firewal Ampla & Historian Clients
Business Servers I 1 .
= |
Mobile Device l = =
: o -
DMZ
Vijeo Historian, ampla = Patch Management
{Historian and MES) Servers
Control i g NID Nods
(Plant/Process) Vijeo Citect ' . . = — =
and OFs ==l ConneXium - jeg Citect Web s Unity Pro, = GPS
(scapa W= Network Manager _‘ﬂl Clients dj Administration g e Timesource
and OPCj {Network Mgmt) — (Operations} —— workstation —

wireless
( Threat
Detection

Ll
4

Hot-Standby

safery
Controlier

Controller

Remote IO

\(

Other Servers

i
m

-1 i
|

=
—

Distributad 10

0

Drive

Motor — e
starter E28Y b

-
>

HMI/PC
Remote 10

-2 s

Energy
Monitaring

1=

Sample Network with Zoning
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Cybersecurity Assessment — The Most Critical Step to Secure an Industrial Control System
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Cyber Security System Technical Design

ENTERPRISE NETWORK  es cient

®
 Plant Edge — FortiGate B
* Purdue Zoning/Conduits - OMZ NETWO
Rugged FortiGate el
« Remote Access — FortiClient / -
FortiAuthenticator

\
Fuliy it b Wit 15
‘F—l‘* —
)_monos / )
DEVICE NETWORK ) '?-{f'!n e
et el LU fak ¥ ®
L A L i
‘ s Upstream Network
‘-1!1_.! RIO Network

DIO Network

Cyber Security System Technical
Fi:RTINET



OTE QI 71355 Of|A] : QHH A% A| A (SIS)
Schneider Triconex® Safety Instrumented Systems

~—— ICSS System
 Plant Edge — FortiGate Vi

* Purdue Zoning/Conduits for
SIS LAN — FortiGate

* Remote Access — FortiClient e
/ FortiAuthenticator 2FA Process Control Zone

Industrial
Internet

.
\
v

Process Safety Zone

,,,,,,,,,,,

Engineering Workstation

Safety !
= Instrumented : Controller(s)
1

Third Party Devices

A practical guide to maximizing the resilience of your EcoStruxure Triconex Safety Systems against

cyber threats.
F:=:RTINET © Fortinet Inc. All Rights Reserved.
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Intelligent Building I\/Ianagemen; Systems

Enterprise authentication, reports, email) Secure Q :
* Plant Edge — FortiGate e TP . P ”jfj;;’;"@
g - ENTERPRISE 2

Outside World

* Purdue Zoning/Conduits —
FortiGate

 Wireless Point — FortiAP

Best Practices for Securing an Intelligent Building Management System (iBMS)

F:=:RTINET © Fortinet Inc. All Rights Reserved.
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User ID, Device FortiAuthenticator

SRS 200

MZ CHE IcS HEYA
Atole] M2 H|of

HZH o -013Y 2E HE 75
- Low latency
Lever 3~3.5
FortiGate FortiGate
HES L= o
ICS Network 1 ICS Network 2 ICSH 1L—___‘I_I"-Iﬂ 52
= HMI =2 k“'l' =S
Level 2 e
Supervisory
Control
[
i [
EEE
FortiGate FortiGate IEC 61850
asic Contro & < S 5 - Y
§\> <\> o Ny A Thermal
Vibration

Level 0 Industrial Grade &
(=) & = &)
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Purdue Model Zoning — 0}0|3 & A|I12IH|0|&
I I I FortiGate 7 I I I FortiGate

I'llnlﬂl‘l

Vendor Switch FortiSwitch
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Purdue Model Zoning - 010|322 Al

* Process Layer2| FI& QI 20 M= : VLAN LH2| EciE XtE
o SHE2H0ll= A Z2H0 20IAI 210,

« H2 =2 FortiGateE Soi MEt S4l Jis
« FortiGate= 2Rt S22t L= S22 2 U= O E

Level 2 Engineering

dlEl01&

Supervisory WorkStation
Control Network

Level 1 Programmab|e N e 3 B i seEEEEEEEE S
Process Control Logic Controller #1 ") ==20........., . '
Local Area Network _

I~ Programmable

L || ' Logic Controller #2

| Operator PC

: . Programmable
|| | Logic Controller #3

Level 0
Physical Plant Floor
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Physical w w
Public Cloud 3E .
Sandbox Analytics @

I
I KX
ISFW.2 Switch.2

Private Cloud

New Device and Status Visibility New Historic Trending
New Aggregate FortiGate View New Downstream Device Quarantine

F:=:RTINET © Fortinet Inc. All Rights Reserved.

Internet [ | 'A—l 'A —
N KX N KX
NGFW.1 ISFW.1 Switch.1




Security FabricAte| HIES|3 HOt 7IA |/ etd

FortiGate VM64-KVM  University_Core Security_Fabric_University build16995 ~ &2' C’?}' > : ] admin~
@ Dashboard > | & |QSearch NoAccess Device ~ Device Traffic O now~ & 3
NA Security Fabric v

SortBy: = Bytes(Sent/Received) +

Physical Topology w o 0
i =
Logrcal Topology a E He [_r“ a e
Audit /__ University_Core University_Second_Floor FSW._Second_Floor_East
Settings
& FortiView > e
[ = ‘=
* Network 2 Ll 3 Vulnerability Details
£ System > 1 Drill Down to Details by Source Address (145.213.90.4)
2 Policy & Objects > 1P Address A Quarantine Host on FortiSwitch
i r o .
8 Security Profiles > FAP_Second Floor_East ¢ ® @
0 VPN >
& User & Device by
((+3)
4 Log & Report > ( 4 )= o O
€ Monitor > FAP_Second_Floor_ West ooo

G

University_First_Floor

Security Fabric: Security-Fabric

if @ 2 2

Q
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DI has in some locations already CESSSE in their OT network, but at the
moment they have no real NGFW in their production area.
They started a PoC in their production environment and we were able to show them, that

Fortinet

F:=:RTINET © Fortinet Inc. All Rights Reserved.
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- Device Type | Device
y Information
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i

f
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Actions Taken Compliance

everything from connection level to applications and security

© Fortinet Inc. All Rights Reserved.
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FortiGate 600D fortigate-primary

IS S0C JIAIS

© Add Filter

Multicast Traffic Cs NI 5
| Sniffer Traffic | Date/Time
System Events Lt . 15 hours ago
Router Events 2 15 hours ago
VPN Events 3 15 hours ago
4 15 hours ago
User Events 5 ET——
Endpoint Events 6 15 hours ago
HA Events % 15 hours ago
Security Rating Events 8 15 hours ago
WAN Opt. & Cache Events 2 | I5hedrsagn
. 10 15 hoursago
MR vl 11  15hoursago
Compliance Events 4 12 15hours ago
AntiVirus 13 15hoursago
Web Filter 14 15hoursago
DNS Query 15 15 hoursago
16  15hoursago
Web Application Firewall 17 | o
Application Control 18 15hoursago
Intrusion Prevention 19 15 hoursago
Anomaly 20  15hoursago
Learning Report 21 | lahGirsago
22 15hoursago
Log Settings 23 15hoursago
Threat Weight 24 15hours ago
Email Alert Settings 25 15hoursago
€ Monitor 5 26  15hours ago
Q
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Level

. [ [ EEee|

[
(EEEEwE

Message

Check S5H-S5L deep inspection with WF enabled drops traffic from servers with invalid server certificates

Check that Spyware / Malicious sites are being blocked by a WF policy
Check that Phishing-related sites are being blocked by a WF policy

Check that Bot net-related sites are being blocked by a WF policy

Check that proxy related sites are being blocked by a WF policy

Check that Hacking-related sites are being blocked by a WF policy

Check that Spam-related sites are being blocked by a WF policy

Check that P2P file sharing sites-related sites are being blocked by a WF policy
Check that the IPS module has an updated IPS signature package

Check that FGT performs IPS inspection on all traffic

Check that there are no general exclusions to the activated |PS protections
Check that the IPS Profile includes Protocol Anomalies protections

Check the Severity-based Protections in the |PS Policy

Check the IPS protection is enabled on Firewall policy

Check the default IPS profiles have the default action set to block

Check that all audit trails include date, time and user identification

Check the dropped out-of-state TCP packets are logged

Check that a message is displayed to locked out Administrators

Check that Administrators' accounts are unlocked after 30 minutes

Check that Administrators are locked out after 3 login failures

Check that each Firewall rule has a Comment defined

Check that each Firewall rule has a Name defined

Check that an '‘Any Any Accept' rule is NOT defined in the Firewall Rule Base
Check that the hit count is enabled for FGT

Check that Out of State TCP Packets are dropped

Check the ICMP Virtual Session Timeout is set

everything from connection Ie\)el to

>

applications and security
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N T2EE

BACnet
DNP3

Elcom
EtherCAT
EtherNet/IP
HART

IEC 60870-6

(TASE 2) /ICCP
|IEC 60870-5-104

IEC 61850

F:=RTINET

A ES

S 9|5k

;

LONTalk

MMS

Modbus

OPC

Profinet

S7

SafetyNET
Synchrophasor
MMS

IPS / App-Control

X|&st= 0|70

7 Technologies/
Schneider Electric

= ABB

= Advantech

= Broadwin

= CitectSCADA

= CoDeSys/3S-Smart
= Cogent

= DATAC

= Eaton

M gl s

Bk

GE
Honeywell
lconics
InduSoft
IntelliCom
Measuresoft
Microsys
MOXA
PcVue
Progea

QNX
RealFlex
Rockwell
RSLogix
Siemens
Sunway
TeeChart
VxWorks
WellinTech
Yokogawa
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IPS Al X XS (Schneider Electric 0 Al)

= Schneider.ClearSCADA.OPF.File.Parsing.Out.of.Bounds.Array.Index (CVE-2014- = Schneider.Modicon.M340.Password.Buffer.Overflow (CVE-2015-7937)
0779) = Schneider.Quantum.Module.Backdoor.Access (CVE-2011-4859)

* Schneider.ClearSCADA.Remote.Authentication.Bypass = Schneider.SCADA.Expert.ClearSCADA Authentication.Bypass (CVE-2014-

= Schneider.Electric.Accutech.Manager.SQL.Injection 5412)

= Schneider.Electric. DTM.development.kit.Buffer.Overflow (CVE-2014-9200) = SchneiderElectric.ProClima.F1BookView.Memory.Corruption (CVE-2015-

= Schneider.Electric. GP-Pro.EX.ParseAPl.Heap.Buffer.Overflow 7918,

= Schneider.Electric.InduSoftWebStudioAgent.Remote.Code.Execution (CVE- CVE-2015-8561)
2015- 7374) = SearchBlox.File.Exfiltration (CVE-2015-7919)

= Schneider.Electric.Interactive.Graphical. SCADA Buffer.Overflow (CVE-2013- = Sielco.Sistemi.Winlog.File.Access.Directory.Traversal (CVE-2012-4356)
0657) = Siemens.0day.40142

= Schneider.Electric. OSF.Configuration.File.Buffer.Overflow (CVE-2014-0774) = Siemens.ALM.almaxcx.dll.ActiveX.Arbitrary.File.Overwrite (CVE-2011-4532)

= Schneider.Electric.Pelco.DSNVs.Rvctl.RVControl.Buffer.Overflow (CVE-2015- = Siemens.Automation.License.Manager.DoS (CVE-2011-4529, CVE-2011-
0982) 4531)

= Schneider.Electric.ProClima.Atx45.ocx.ActiveX.Access (CVE-2014-8511, CVE- = Siemens.S7300.Hardcoded.Credentials.Security.Bypass
2014-8512) = Siemens.Simatic.WinCC.Default.Password (CVE-2010-2772)

= Schneider.Electric.ProClima.MDraw30.ocx.ActiveX.Access (CVE-2014-8513, = Siemens.SIMATIC.WinCC.Flexible.HmilLoad.Multiple.Vulnerabilities
CVE-2014-9188) (CVE-2011-4877)

= Schneider.Electric.ProClima.MetaDraw.Buffer.Overflow (CVE-2014-8514) = Siemens.SIMATIC.WinCC.Flexible.miniweb.DoS (CVE-2011-4879)

= Schneider.Electric. SCADA.Expert.ClearSCADA.XSS (CVE-2014-5411) = Siemens.Tecnomatix.FactoryLink.Multiple.Vulnerabilities

= Schneider.Electric. VAMPSET.CFG.File.Handling.Buffer.Overflow (CVE-2014-
8390)

LERTINET



OT/ICS/

2| EEHL‘—L! =13
» OT MZ2| 3|FEe XY TX|5tX

QLT 2tE AbQl HOH A

OTE XHMITH 3telol N SX

==
rn
[F_
Rl
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of Ok I X

=
LB

x iTotaI Selecte

| i X Application: SCADA | © Add Filter 1
Name * ;Severity Target | 0s

ABB.IDAL.FTP.Server.Uncontrolled.Format.5tring | Windows
ABB.IDAL HTTPServer.Authentication.Bypass : Windows
ABEIDALHTTPServer.Stack-Based Buffer.Overflow I Windouws
ABB.IDAL.HTTP.Server.Uncontrolled.Format.String 1 Windows
ABB.MicroSCADAWserver.Command.Execution : Windows
ABB Multiple.Products.RobNetScanHost.exe.Stack.Buffer.Overflow 1 Windows
ABB.Panel.Builder.800.CommandLineOptions.Buffer.Overflow 1 Windows
ABB.PGIM.and.Plant.Connect.Authentication.Bypass : Windows
ABNR.Botnet 1 Al
ADKR.Botnet : All
Advantech.Absolute.Path.Reguest.Information.Disclosure 1 Windows
Advantech. ADAMView.Display.Properties.Remote.Code.Execution ! Windows
AdvantechWebAccess. Arbitary.File.Upload : Windows
Advantech.WebAccess.Bwmainleft.asp.Reflected X55 1 Windows
Advantech.WebAccess.BwPAlarm.DLL.BufferOverflow ! Windows
Advantech.WebAccess.certUpdate.filename.Directory.Traversal : Windows
Advantech.WebAccess.Client.bwswicfg.Stack-based.Buffer.Overflow | Windows
AdvantechWebAccess.Dashboard.RemoveFile Directory.Traversal : Windows
Advantech.WebAccess.Datacore.Heap.Overflow 1 Windows
Advantech.WebAccess.DBVisitor.DLL.SQL.Injection 1 All
Advantech.WebAccess.DLL.Stack.Buffer.Overflow ! Windows

(o mm m mm m mm mm mm mm mm mm mm mm mm mm e mm e Em =

1 /10 > | » | [Total: 950]

Sen

TCP.FTP

TCRHTTP
TCRHTTP
TCPHTTP
TCP

upP

TCP, HTTR,FTP, SMT
TCP
TCRHTTP
TCPRHTTP
TCP.HTTP
TCRHTTP
TCRHTTP
TCPHTTP
TCP.DCERPC
TCRHTTP
TCP, DCERPC
TCRHTTP
TCP,.DCERPC
TCPHTTP
TCRHTTP
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HZ=cIA0l&E KA

dAMet oT o{ =270 X0 (DNP3 O A])

DNP3

DNP3_Assign.Class
DNP3_Cold.Restart

DNP3_Confirm
DNP3_Delay.Measurement
DNP3_Direct.Operate
DNP3_Direct.Operate.Without.Ack
DNP3_Disable.Spontaneous.Messages
DNP3_Enable.Spontaneous.Messages
DNP3_Freeze.And.Clear
DNP3_Freeze.And.Clear.Without.Ack
DNP3_Freeze . With.Time
DNP3_Freeze.With.Time.Without.Ack
DNP3_Immediate.Freeze

F:=RTINET

DNP3_Immediate.Freeze.Without.Ack
DNP3_ Initialize.Application
DNP3_Initialize.Data
DNP3_Operate
DNP3_Read
DNP3_Response
DNP3_Save.Configuration
DNP3_Select
DNP3_Start.Application
DNP3_Stop.Application
DNP3_Unsolicited.Message
DNP3_Warm.Restart
DNP3_Write



OT/ICS/SCADA =22t -- =230 & X0

AL
= M HERXA E2|AHOIM AL LY
- d e = — o
— _— ‘ Name Categary T Technology Popularity Risk
» M XM AR E|= T2 EZ9 e . .
- d - O o - — = —
ADDP 1 B Industrial Networl-Protocol L]
A I- A E‘l- ®) X ADDP_DHCP.Network.Configuration.Request | ™ Industrial Network-Protocol [
o T X
ADDP_DHCP.Network.Configuration.Response I @ Industrial Network-Protocol L
)) _6_:| XI- O-" A-I tL rLI R -cl)-l' 7‘I |_|- A|__9_ = OI ADDP_Discovery.Request 1 B8 Industrial Network-Protocol L]
- O L = o 5 L ADDP Discovery.Response : W Industrial Network-Protocol [
OH A D e e = El e _ E o ADDP_Reboot.Request 1 B Industrial Network-Protocol
= |_=| |_|- O-I (@) Ol-__ll_ E E 9_o|_|- -LI-H |_-| : ADDP_Reboot.Response | B Industrial Network-Protocol [
|
ADDP Static.Network.Configuration.Request I W Industrial Networlk-Protocol [
EI-Xl El: — X|_ El- 7|_i ADDP_Static.Network.Configuration.Response | BB Industrial Network-Protocol [
d —)— — o 1 : 3
BACnet I @ Industrial Client-Server [
BACnet_Abort 1 W Industrial Client-Server L]
BACnet_AcknowledgeAlarm | ™ Industrial Client-Server [
|
BACnet_Add.List.Element | 8 Industrial Client-Server [
BACnet Atomic.ReadFile 1 B Industrial Client-Server L]
BACnet_AtomicWriteFile : W Industrial Client-Server [
BACnet_Authenticate 1 B Industrial Client-Server [
BACnet_Complex.ACK | W@ Industrial Client-Server [
|
—! I H S AFA .” = O_I 5 E -'-52 = Ol re) | :l | .I BACnet_Confirmed.COV.Notification B Industrial Client-Server [
’ El)\ll_ I_|-I=|L T ETOI_l-A Lx BACnet_Confirmed.EventNotifi :.Idt[ Cl Se|
net_Confirmed.EventNotification ndustria ient-Server L]
=] O-” | 22X 0| E |. |- Al S | o | 71 ol A | |- BACnet_Confirmed.Private Transfer | W Industrial Client-Server (L]
7E X_|_||_|_'_X9 I_l-EIE7EO—|—AAI:IL'[: GEVCNEE CIHIENGO.FENVALE I allsier: ettt
BACnet_Confirmed.Text. Message 1 B Industrial Client-Server
e e e e e e 0% T 1.540/3.639
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=~ = FortiGateRugged 90D FGR90D3114000187

& Dashboard 5
¥x Security Fabric »
e FortiView b
++ Network »
£ System >
B Policy & Objects »
& Security Profiles b
L1 VPN b
& User & Device »
I = WIF] & Switch Controller ~
Managed FortiAPs
SsiD
FortiAP Profiles
WIDS Profiles
Managed FortiSwitch
FortiSwitch VLANs
FortiSwitch Security
Policies
F::RTINET

+ Create New~

" Port

# Edit

| Description

il Delete | Q Search

I Native VLAN

" Allowed VLANs | 7

Security Policy [ ¥

Device Information

T PoE

I Bytes|

ElFortiSwitch Rugged 108D-POE - SR12DP4F17000034 (12)

FiZATINET. =
1 2 -2 5 & T B9 W 11 12
Connected | BRSNS B I
SR1I0PIF L0034
FartiSwitch Ruppsd 1080-POE
&/ portl  SEDONA @ VLAN100
& port2  JACE @ VLAN111
& part3 A VLANS9
& portd  Mirror & vsw.portd
& ports Machook @ VLANS9
€% parté  Windows & VLANGS
@& port7? & Rasherri
& port8 % FGR90D3114000187
© paort? a Vix
© port10 & vsw.portd

PoE Status:

Total Budget: 240.00W

@ 00:19:97:01:58:76
&0 00:01:f0:90:a2:b0
M0 00:90:0b; 64:ad:00

& MBP-de-Jose

¥
¥

&

Powered 35.38M
Powered 47.72M
Powered 565.91hk

Powered 117.6210

Powered 2B.5%M

Powered 0
Powered 0
Powered 61904 k
0
0
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2M4ApP ¢ 22| (FortiAP)

=. = FortiGateRugged 90D FGR90D3114000187

@ Dashboard * §|| 4 CreateNew~ # Edit TR Clone 10 Delete |QSear

¥ Security Fabric 2 " Interface Name - T 55D ¥ Traffic Mode * ¥ Security Mode - ¥ Schedule " Ref ©
e - |
+ Network » | WIFI G} SCADA Tunnel WPRAZ Personal always 7

£ System b

B Policy & Objects >

& Security Profiles »

& VPN »

& User & Device ¥

= WIFI & Switch Controller ~

Managed FortiAPs

FortiAP Profiles
WIDS Profiles
Managed FortiSwitch
FortiSwitch VLANS
FortiSwitch Ports

FortiSwitch Security
Policies

F:=:RTINET © Fortinet Inc. All Rights Reserved.



M3 : OT

ot L APT EXI&2H Jls

Lever 3~3.5

Level 2
Supervisory
Control

/T

Level 1
Basic Control

Level 0
Process

F:=RTINET

SHME y HMI

&
@
='\“° < \\'ﬁ\\
N S é
; RTU
\Z\\‘-'\ P 1

X OT VMS : Visibility, Management, Security
(OT JtAlE

ICS Network 1

=4

@ ={L:
. -

/ Y /i

. &

i
A

2teld, 2etd)

FortiSIEM, FortiNAC,
FortiSOAR, 3 Party
S (Nozomi )& 0| 250

OT 7tA|/d W E2]d 2tH

/ FortiSIEM FortiSOAR\

S
SN

FortiSandbox

/

FortiSandbox2 0| &75}0]
Yo XX A2 X|sE
S0l CHsk A A ZE 2oy



OT-VMS (DAl 4, 22, 2ord) JI=

FortiSIEM
« AP ZOol=l Report, CHA|EE, Log Parser
. CIOFSH 224 BiG A EE W21 241
Az L 29 7ts
- H| G | SEA| O]of EH@ Hof oM
ATEIEZ 4= 02 MY

[system] 0] A7jc}

Nozomi ScadaGuardian
. OT AR JIAA O 22| 22M

« EY T XHCHILA| A5O 2 Gioty S
*”“ 510 FortiGateO| A AE
* FortiSIEM, FortiNAC 2} A=
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APT £XI201 D155 : HIZHI0] 28 DS/ 0f & X

FortiGate (AFH-E Z}A|CH Et5iH)
- 12t 2oF LWEJ(AV, IPS, WF, SSL, AC, Dos...) FortiGate

AEE AT Tty

« CDR (M Bdllz}) 7|s
_ _ q <
« MEHA ZM ANE 22 DB YO|0|E & A& AHE @&\ =
ATP Attack
FortiSandbox (243 E EMA|AH) oz o @ s ZaE
. ] 1ot . ErH2 A
« FortiGateOf|Ad ZH| £=Al sandbox= & AL jo]E
- REARIO I URLE S A=A
- QUSS AW L At Btet @ Sandbox VMOf| A
_ 2o A3 A
- 2 Q"2 [HA A 4 2 HHE(AV DB)
- EfEOr¥H|2t HE Vtsot HE fle S+ A& FortiSandbox
(STIX/10C) HIAE EMAAH
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FortiAl: ) I' o

SH 2= 22dI0lA 8 HE A

Jtat 2ot 24t

Patent-pending*
Self-Learning Model

8+ years
Mature Al

6+ million
malware features

F:=RTINET

<100 ms

/' Sub-second Investigation

== FortiAl 500F  FAGSFAI017006905

$ Sacurty Fabric
4 Attack Scenario

Worm Actidty

‘Scenario Heuristic

Cryplojacking
Applcation
Wb Shel

2 Host Story

Q Threat Investigation
o Network

© Monitor

1 Log & Report

0 system

Daily Sample 6316 Daily Sample 243 Daily Semple 1908714
Captured Detected Leamed
Q View Det Q View Detls

Worm
- Seenang Hourisbe e
an Shiona 2% :&:ﬁ
Toal Rearkng oy Tolal K Ciciar
= :Mmm ~ Morpper
‘ Yoot e N e
4 uSoghisteated Rootst
- = -
Cryptfacing REiot
1 Sample Prcecsing (Today)
10 B
00
A\
-
AR
" A\ N [N
L AR N I gm 4 N 1A 1
L —

180627 1600 10671 0007 190808 (000N RERA0400 M 10678 08003 180578 1200PH
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Gl 21. IDP/IPS Signature Virtual Patching

e CVE 2017-7575: Schneider Electric Modicon
TM221CE16R 1.3.3.3 devices

- Allow remote attackers to discover the agas 220000 00T
application-protection password via a AL R S
\x00\x071\x00\x00\x00\x05\x01\x5a\x00\x03\x00
request to the Modbus port (502/tcp).

« Subsequently the application may be arbitrarily
downloaded, modified, and uploaded.

F:=RTINET



Gl 21. IDP/IPS Signature Virtual Patching

= FortiGateRugged 90D FGR90D3117000019 @~ L~ ‘ admin ~
@ Dashboard > 4 CreateNew &' Edit [l Delete | schneider x| Q Standard Package €@
NX Security Fabri >
st seairity Fabele Name Severity T Target 0s Action
|&a FortiView 5 i : 3
Schneider.Electric. Accutech.Manager.HTTP.Buffer.Overflow EEEEE Server Windows @) Block
% Network =
EEEED] Server Windows @l Block
£ System
. i LLLL] Client Other, Windows @/ Block
B Policy & Objects —
I & Security Proftics R Server Windows @! Block
AntiViris [ i Server Windows @! Block
Web Filter EEwE Server, Client Windows @] Block
DNS Filter R Server Windows @ Block
Application Control EEEE Server Windows @l Block

Schneider.Electric. DTM.development.kit.Buffer.Overflow EEEE Client Windows @! Block

FortiClient Compliance

ELELEE Server, Client Windows @ Block

SSL/SSH | ctil =
nspection ) Server Other &) Block

Web Rating Overrides =
LI Server Windows @] Block

Custom Signatures )
([T Server Other @J Block

& User & Device
Server Other @ Pass

= WiFi & Switch Controller

il Log & Report Server Other @ Pass
& Monitor [ Client Other @ Pass
Schneider.Electric.Modicon.M580.UMAS.0x11.DoS EEEEE Server Other @ Pass
Schneider.Electric.Modicon.M580.UMAS.0x25.DoS L LLE Server Other @ Pass

EEEEL Server Other @ Pass

Cehmnidar Elnctric Madican AAEQALINMAC M Ld DA == - Aihoe @ oo

Q £l <] 1 3l > || » | [Total: 39]
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Gl 21. IDP/IPS Signature Virtual Patching

317 LinuxOllM C2 32 438

echo -n -e "Wx00Wx01Wx00Wx00Wx00Wx05%Wx01Wx5aWwx00Wx03Wx00' | nc 10.55.55.99 502
echo -n -e "Wx00Wx01Wx00Wx00Wx00Wx05%Wx01Wx5aWwx00Wx03Wx00' | nc 10.55.55.100 502

% Date/Time Severity Source Protocol User Action Count Attack Name
1 % 11 minutes ago T T1] 192.168.1.106 tcp detected Schneider.Electric. Modicon.TM221CE16R.Information.Disclosure

https://fortiguard.com/encyclopedial/ips/44293

Schneider.Electric.Modicon.TM221CE16R.Information.Disclosure

~ 7 Description

This indicates an attack attempt against an Information Disclosure vulnerability in Schneider Electric Modicon

TM221CE16R.
The vulnerability is caused by a design issue when the vulnerable software handles a crafted Modbus request. It

allows remote attackers to retrieve unencrypted passwords.

F:=RTINET



E-” 21 u FortiGate - Triton MaIwarefriton.Malware.Backdoor" Industrial DB v15.00856

..E FortiGate VMé4 FortiGate-Nozomi-OT > z admin~
I i Y 2 & |0 AddFilter | @~ O Details
Application Control T
Date/Time D Severity Source Destination Destination Port H Protocol User Action Count Attack Name
Intrusion Prevention
; = 020/06/04 09:31:44 [ 192.168.1.88 192.168.1.2 1502 17 detected Triton.Malware.Backdoor

Intrusion Prevention Log b
Application Control Log 020/06/04 09:31:44 (T[] 192.168.1.88 192.168.1.2 1502 17 detected Triton.Malware.Backdoor
Firewall Policy 020/06/04 09:31:35 EEEEE 192.168.1.88 192.168.1.2 1502 17 detected Triton.Malware.Backdoor
Fabric Connectors (1] 020/06/04 09:31:35 192.168.1.88 192.168.1.2 1502 17 detected Triton.Malware.Backdoor
Logical Topology 2020/05/28 20:54:27 ([ | 771 6 detected TCPOut.Of. Range.Timestamp
Status dashboard 2020/05/28 20:54:27 [ S| 771 6 detected TCP.Out.Of.Range.Timestamp
Physical Topology 2020/05/28 20:54:22 (L] 771 6 detected TCP.Out.Of Range Timestamp

@ Dashboard > | 2020/05/28 20:54:22 L 771 6 detected TCPOut.Of RangeTimestamp

A 5 .

¥ Security Fabric ® > 2020/05/28 20:50:39 [ 443 6 detected TCPOut.OfRange Timestamp

% Network >

£ System >

B Policy & Objects >

& Security Profiles >

8 VPN >

& User & Authentication >

= WiFi & Switch Controller >
Ll Log & Report >



Ol 21. FortiSandbox — Triton Malware

£7% FortiSandbox VM & File On-Demand

Regular Mode

& SubmitFile @ Show Rescan Job

Dashboard

@
" £ | @ Detection 2020-05-2715:25:15 tfo 2020-06-03 15:36:18 T}
FortiView >
& Network ) Submission Time Submitted Filename Submitted By Rating Status File Count Comments
£ System >
=3 Jun 012020 15:35:19 5.39.218.152%3a443 admin A Done 1
2 Virtual Machine >
B Scan Policy 5 = Jun 012020 15:26:39 6d707e6474271ff4a7a9420188a8831f4... admin A Done 1
f& Scanlnput =4 Jun 012020 15:26:01 3e3ab9674142dec46ce389e9e759b6484. .. admin A Done 1
File On-Demand & May 312020 16:44:04 script_test.py admin "3 Done 1
URL On-Demand
2= 2 - | May 31 2020 15:45:30 library.zip admin & Done 211
Job Queue
. & May 312020 15:44:41 imain.bin admin & = - .
Sniffer Indicators of compromise
Device = May 31 2020 15:30:06 trilog.7z admin
. e dc81f383624955e0c0441734f9f1dabfe03f373c: trilog.exe
FortiClient = May 312020 15:29:42 library.7z admin R
Adant e b47ad4840089247b058121e95732beb82e6311d0: imain.bin
apter ) R R
=4 May 312020 15:29:15 imain.7z admin e f403292f6ch315c84f84f6c51490e2e8cd03¢686: inject.bin
Network Share
St = May 29 2020 10:29:58 trilog.exe admin & e 91bad86388c68f34d9a2db644f7al1e6ffd58a449: script_test.py
arantine : .
= e 1dd89871c4f8ecaZa42642bf4c5ec2aa7688fd5c: library.zip
Malware Package s B SR 2 . e 97e785e92b416638¢3a584ffbfce9f8f0434a5fd: TS_cnames.pyc
URL Package & May 29 2020 10:29:57 icsmalware.exe admin A e d6e997a4b6a54d1aeedb646731f3b0893aeedb82: TsBase.pyc
’ - N i ;
B File Detection ol May 29 2020 10:29:56 — I - e 66d39af5d61507cf7ea29e4b213f8d7dc9598bed: TsHi.pyc
@ Network Alerts > e a6357a8792e68b05690a9%36bc3051cbadb43227: TsLow.pyc
9% URL Detection s| F My 292020 202956 Hrilogese admin L e 2262362200aa28b0eead1348ch6fda3b6c83ae01: cre.pyc
il Log & Report > = May 29 2020 10:29:56 trilog.exe admin & e 9059bba0d640e7eeeb34099711ff960e8fbae655: repr.pyc
- +—6e09fecd2e77654ee558ee352a7cd7bd5c5balb0: select.pyc
= May 29 2020 10:29:56 trilog.exe admin '}

e 25dd6785b941ffe6085dd5b4dbded37e1077e222: sh.pyc

- 20 v itemsper page 1-1Anf1Aitame @)



HI22. PLC A2H XtH

Simens S7 PLC : WindowsO|AM S7 PLC 0f|22{|0|E{ A!3H

T Server Demo - Windeas platfonm (64 bit] [Lazarus] = (]

logMask DAY A2 DAY

POU Sipe dhipta]
a0

Wihg e e gk Sorict” Geghora 7

wilhich g5 i ber s Bt [ 1 Tor Ife garwsction?

DeateTims | Con s Secunty
Mudlh read/wrile | Duectory Block - Up/Downioad | Biock - B8 Geb/Fill

Calalog

Ceder cods = 2EN14-CABE Wergion ¥ 3259

=
]
]
Unit infe i‘:'
|
Module Typs Hame |.~J

T

Suriad number

Vahdor eapynghl

A5 Hame

B S7 Master : : Sy se.
e i _ x e o x 150 e S7 PLC

Communication Infa

Meax POU zize (byte) 2648

MaEY ACHE CONRECHIND 1034

Max MFI rate (bps}
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HIE22. PLC A?H X

oll7{ : Moki &2 0| 83510{ PLC Y& A7H

@ 9 -

Lol Address Log Mask g § DEZ 083

r
rooti@kali: ~ -]

Edit View Search Terminal Help

n.py 1 vl

pEBx180, dst ts
315-

5

odule

315-2EH14-

paed 1945
Plant
AAAAAR ¥

Copyright

ahepaRaeieiiels
' H

168e88 )




GIE22. PLC A0 XtE

HIES|3 Hot W35 (FortiGate) 0|8 : PLC 4 X SCAN X}t

@ S/.Protocol_CPU.Function.Read.SZL

root@kal1 ~# python2.7 plcscan.py 16.55.55.99 :
Scan start, 1
16.55.55.99:192 S7comm (src_tsap=6x188, dst_tsap=0x102) :
1
1
1
1

timed out
timed out
Scan complete
LR

- ———————

Drilldown Panel

S$7Protocol  # of Clients
Industrial Sessions{ ll Blocked/ B Aliowed)
Elevated Bytes B Sent/ [ Recebved)

Country/Region Threat
¥ Date/Time Source/Device Destination $ Sent/Received ¥ Security Action
09-04 03:15 192.168.1.106 10.55.55.99 tcp/102 34008B/98108B block

09-04 03:15 192.168.1.106 10.55.55.99 tcp/102 34008B/181.08 block
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