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Case#01 NotPetya HHd90 24 3 FAH: 2020 6 2

NotPetya H9)0{0]] 2-=|AUT “EternalBlue -?—IQ.’é. Off st
Atal 2 2708 Mo o|o] “*iiEl Ij2| & 483 HAS Z2 mlal WA 7ks!

m Alerts View Process Integrity Alerts 10 Security Events Alerts v X =
——
cé:' Status Type Category
1 Item Selected. Select One or More. Select One or More. 1hr. D. .

A
Medium Low

i alert tcp any any -> $HOME_NET 445 (msg:"ET EXPLOIT Possible ETERNALBLUE MS17-610 Heap Spray";

flow:to_server,established; conmtent:" |£F | SHB | 1 | :

R offset:4; depth:30; fast_pattern:10,20; content:" | mmmummpyy| " ; nce:1; within:6;
& content:" "s within:s; " | midmidmed| ", distance:4; within:4; N
Q
=
¥

threshold: type both, track by src, count 3, seconds 30; metadata: former category EXPLOIT;
classtype:trojan-activity; sid:2024217; rev:4; metadata:attack target SMB_Server, deployment Internal, si re_severity Critical,
created at 2017 04 17, updated at 2017 05 13;)

CATEGORY = SCORE « DESC

Story Id 3 (score 100): Known Threat A

Known Threat: Threat ET EXPLOIT ETERNALBLUE Probe Vulnerable Systerm Response MS17-010 was dete
cted from 192.168.116.172 to 192.168.116.138

O Security 100 25/07/20, 13:29

Known Threat: Threat ET EXPLOIT Possible ETERNALBLUE Probe MS17-010 (Generic Flags) was detected f

O Security 100
rom 192.168.116.138 to 192.168.116.172

25/07/20, 13:29

Known Threat: Threat Claroty Rule: Wannacry - IPC request to 172.16.99.5 (Hardcoded wannacry ip) dete

O Securit 100 25/07/20, 13:29
o cted was detected from 192.168.116.138 to 192.168.116.172 )
O Security - Known Threat: Threat OS-WINDOWS Microsoft wWindows SMB remote code execution attempt was detect 25/07/20, 13:29
ed from 192.168.116.138 to 192.168.116.172
reat: T P i g - F 1 fr
- Security G Known Threat: Threat ET EXPLOIT Possible ETERNALBLUE Probe MS17-010 (MSF style) was detected from 25/07/20, 13:29
192.168.116.138 to 192.168.116.172
Th : Threa le: W - 1P 192.1 .56. H i
o Security 100 Known reat reat Claroty Rule annacry C request to 192.168.56.20 (Hardcoded wannacry ip) de 25/07/20, 13:29

tected was detected from 192.168.116.128 to 192.168.116.172
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vl

Alerts View

=

CATEGORY =

Security

Security

Security

Security

Security

CLA=2OTY

"  Wannacry signatures
alert tep any any -> any 445 (nsg:"Claroty Rule: Wannacry - IPC request to 192.168.56.20 (Hardcoded wamnacry ip) detected",

MPPSTRSRINN | 0 et estabLshe conten. N
classtype: trojan-activity; sid: )

D SRl Lert tcp any any -» any 45 (nsg:"Claroty Rule: Wamnacry - IPC request to 172.16.99.5 (Hardcoded wannacry ip) detected”;
tlow:to_server,e

", classtype:trojan-activity; sid

RESULTS (4)

SCORE = DESCRIPTION DATE DETECTED

) (Total 6/6)

Known Threat: Threat ET EXPLOIT ETERNALBLUE Probe Vulnerable System Response MS17-010 was dete
( d ')
1 ) 3.11
Knov reat: Threat ET EXF 1B EF LE Pr 10 Fla 35 d t 3
[ 0. 1
C 16 } (2%-]
Known Threal |'|||-_|.'('.n.."‘,'l-.'l,-i- Wannacry - 1P( ri-r]:|f'~_',lr| 172.16.,99.5 (Hardcoded wannacry ip) dete
100 25/07/20. 13:29
cted was detected from 192.168.116.1238 to 192.168.11 p—
EKn r Thr ] DOV f | [ T T Mg
( ( L 13
o] 14 1
Known Threatl: Threat ET EXPLOIT Possible ETERNALBLUE Probe MS17-010 (MSF style) was detected fros
( 13
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------- | 20| Chet A4S =3t Y A
1 T .
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Casett04 Triton Malware 22: 20174 8 4

20173 88 4 2% 7A| 43& ArRL| OI2HH|0tC| Refinery PlantO|A ESD (B4 HA| A|AR)O| 7tE > S ALk
7tA £E20F A A ZUS L5 /ol AEl= ESDE 15 ACt22 0{2{7FA| Q10| 8154 |22t O+l OFH.

- —

ofi{, OTEOf| &Z2(2014) (20179 68)

External S 2E|

CLAROTY

Time Source Destination Protocol Length Info

88@ ©.0e28es8 192.168.1.2 192.168.1.88 UDP 8@ 1582 - 33279
881 eo.ee2810 192.168.1.88 192.168.1.2 UDP 66 33279 - 1502 3 ) AT 4
882 ©.002812 192.168.1.2 192.168.1.88 uppP 64 1582 —» 33279 Suspicious Fil Transfer Alert s X @ ASSET RESULTS (2) 0 m
883 ©.002814 192.168.1.88 i192.168.1.2 ubr 58 33279 + 1562 Suspicious file transfer found! File ‘program 3' was fransferred via
884 ©.06082815 192.168.1.2 192.168.1.88 ubP 244 1582 —» 33279 - -
285 ©.002818 192.168.1.88 192.168.1.2 ubDP 1@e 33279 - 1502 4 l RISTATION' and matched the following Yara rules
886 ©.002320 192.168.1.2 192.168.1.88 upP 64 1502 - 33279 ['riton_clarotyyara/triton_download_payload], Transfemed from Level 3
887 ©.082822 192.168.1.88 192.168.1.2 UDP 88 33279 » 1582
888 ©.002824 192.168.1.2 192.168.1.88 upDpP 64 1502 - 33279 192.168.1.88 Q
889 ©.002826 192.168.1.88 192.168.1.2 uppP 58 33273 - 1502 =
89@ ©.002828 192.168.1.2 192.168.1.88 upDP 64 15e2 - 33279
891 ©.0082830 192.168.1.88 192.168.1.2 UubP 58 33279 » 1502
892 ©.e002832 192.168.1.2 192.168.1.88 UDP 64 1502 = 33279
892 @.e82834 192.168.1.88 192.168.1.2 UDP 58 33279 » 15@2 s e
Raa o oarmas 163 1ar 1 2 162 1@ 1 an TS 544 1Ea3 . aas7a Suspicious File Transfer Alert 28
Frame 877: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Suspicious file transfer found! File ‘program 3' was fransferred via
10N"and matched the

Ethernet II, Src: Vmware_28:dd:c5 (80:0c:29:28:dd:c5), Dst: 40:00:00:00:00:02 (40:00:00:00:00:062) _
~ Internet Protocol Version 4, Src: 192.168.1.88, Dst: 192.168.1.2 4 R

lowing Yara rul

e1ee .... = version: 4 Level 2

N 8101 = Header Length: 28 bytes (5) ['ics_cert_hatmanyara/hatman_combined; !
Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT) ‘[57[g[tijam&n.."amjhatrrar‘] T[ang."g”gﬂ r-gm‘\gz‘sg']gg

TotalAL?ngtrA\: 52 it I_DMS'UPE”
Identification: @x346b (13419) 8

Flags: ©x4000, Don't fragment
Time to live: &4

Protocol: UDP (17)

Header checksum: ©x82a3 [validation disabled] Suspicious Activity
[Header checksum status: Unverified]

Source: 192.168.1.88 irollerf192.168.1.2 by 192.168.1.88

Destination: 192.168.1.2
~ User Datagram Protocol, Src Port: 33279, Dst Port: 1582 leve| 1
=

Source Port: 33279
Destination Port: 1582
Length: 32

Checksum: ©x83dc [unverified]
[Checksum Status: Unverified]

[Stream index: @]
[Timestamps]
Data (24 bytes)

192.168.1..

onfiguration Download: TRITON MALWARE downloadedjto 192.168.1.2
2.168.1.88, Significant Configuration Download critical change

+ bhn Bnd oo n hs A0 AL 4 OO am

PR .
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- The Bhopal Gas Tragedy
of 1984 affected over

DD people.
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Chernobyl Nuclear Power Plant(1986)

Piper Alpha Platform(1988)

Texas City BP Refinery (2005)
Buncefield_Hemel_Hempstead (2005)
Deepwater Horizon BP Qil rig(2010)
Reynosa Gas Plant(2012)
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ICS AIO|H HOt= 2foF 2

Guide line
&
Regulation

Measures
&
Hardening
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NERC(North American Electric Reliability Corporation)
NIST (National Institute of Standards and Technology)
IEC(International Electrotechnical Commission)

NEI(Nuclear Energy Institute)

|

|
ol

&

i

qE

Design / |2

<

Requirement to ICS/OT (&2 XZ Vendors
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=
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A|0|Z0F HotEF 2 A =

General-purpose Petrochemical - -
control systems ‘ plants Power systems Smart grids ‘ Railway systems
NISTIR
2 CIP Nuclear 7628 " ;
- 6'2323 [SASecure WIB certification Security IR
- =552 | certification S A——
R
5 GSA b dations
o (Achilles certification ) || [ jege || Rev5
- €osa) | ][ 1686
e —f ’ b <% /
0 e [
technologies ISO/EC IEEE 2050
(encryption, atc.) 20192 [ IEC 62351 ]
| A
SSA(Systam Security Assurance),EDSA Embeddad Device Securily Assuranca NERC North Amarican Eleciric Reliability Corporation CIP - intermational sandard
Critical Infrastructure Protection |AEA International Alomic Energy Agency NISTIR National Institute of Standards and Technology
() Industry standard

Inleragency Report ,RAMSeliability, Availability Maintainability and Safety
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ISA/IEC 62443 T2|| Q{3 7|*r2] CSMS

ISA/IEC 62443
HE HZFL
ISAQ9LI#3|0A Al2 - IECRt 5SS 7HE

MY As3E D Aof AA-OM A T Of2Ho| ot oy
2etot7|elet et 2 |IAE AIS

—_ —_—— —

ISA
S

= ISA (International Society of Automation)
« IACS H|ZAM L S22t 7|Y0] 1945'A0]| HRistH|[GE| 7|2
- ANSI/ISA-62443Z 7|HtO 2 HZ5} HEH

Q ISA Security Compli i
.o pliance Institute (ISCI)
ISASecure’ - ISAQ| 4 AQ H|F2| AtBIA

« ISA/IEC 62334 20| CHSt ISASecure Aetd =7t
= International Electrotechnical Commission (IEC)

I EC - 1906 Aol 2 = M|A 2119
0 - RET|, A2 EE TS0 et A BE.

- |EC7|=2122] 65 / Working Group 100{|A{ 7i& El ISA / IEC 62443
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ISA/IEC 62443 Standards &

ISA62443-1-1 ISA62443-1-2 ISA62443-1-3 ISA62443-1-4

izt AgEI 491 N2
28 A7 80{ Ho| ESNES

ISA62443-2-1 ISA62443-2-2 ISA62443-2-3 ISA62443-2-4 ISA62443-2-5

ot Ba|A| g B2 |AAE ) 22| ga22) Nt Aot 2l
R 73 21 27Afet 27Afet AR A

A|AE
== NECECE>) NPCE-EV

ISA62443-4-1 ISA62443-4-2

HoHL MEFZT| Tge4
27AY QAR
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ISA/IEC 62443 Standards -4

PSS OAE

ISA62443-1-3 ISA 62443-2-1 ISA 62443-2-3

Operate AJAE Hok 22| x| 22|
=LA QAL QArS

A A| /i = MEAJAE MEA|AED
ISA 62443-2-4
A AE
HOt QLAFSH

x

Products (off-the-shelf)

SEETITY 2t = Hegzax | sAECiHoA
= (ol EIHI_OIA =T (=] L= =

ISA 62443-4-1 ISA 62443-4-2
HEEA A|AE ZNQA
2ot oA HOF QARG 2ot QAR
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KS 27} #& - ISA/IEC 62443

H BEH

MIEAH|ET -
LIESIT Y A HOt-
Al1-18: 0], g &
2y

KS X IECTS62443-1-1

2020~
04-08

2020

0064

O| EE2 AU EFE (O[3, “HE70(2} SiCh) ol o L EAY A0 Chsto] &5t
St At B0 OtL |2t ThA| #F, SIAEE X 7|7 |20 = 80| 7HS5iCt.
SIZAAFE RS ZIIHZO2AN, Y20 2 “Korean Standards” 2 H7|5HH, oFzle

AIEMH|ESIS -
HEST U AJAR HOL -

KSXIEC62443-2-1  A|2-1%: A9 2454t 8l
HOf AlAR Hotm2 T2
53

2020~
04-08

2020

0064

IEC 624432| 0| 222 LY 2453 & A|0f A|AH (IACS)S I8 ALO|HEQF 22| A A
(CSMS) S F=5t= M| 228t 245 Folstu J2{gt 2 A8 JHsk= | tiot A &S
HSELCt. o] &2 IEC/TS 62443-1-10] 7|&E IACSE F+d5t= 0] Chet st
Holot HEIE AHEEILICE.

O 0N 2FE CSMSQ| Q4= HEE YA, MAf, Azl & Q1) 20|H 22|0| 2|F

2
CSMSOf| ZSte|AL} Z23tE LHES 2 E LI

ARARIO|A| AEY Ot 4~
25 MRIH|O|A| A
HAEHEO| 7|2 2ot
QAL

KS X 1EC62443-4-2

2020-
04-08

2020

0064

IEC 624432] O] 20j| M= MO A|AH Y HotSE 2 HEHE, SL-C(HEHE) 2
QAR HolE ZBISIY [EC TS 62443-1-101| M&E 7 7kA| 7|2 QAR (FR) 2t 2t =
At 7122 HoA| A" AEEHE 25A (CR) S AlSS2HCt.
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System Integrator Product Supplier

IACS Automation Solution Component/Control System
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CSMS(IEC 62443)2} ISMS(IEC 27000) H|ad

+ |IEC62443-2-121S0O / [EC 270018 &Z50{ JL &

© ISMS= RO &0 2HE 50 UACH HFEES

712, F24 2718 (CA)S =AU=

+ CSMS&= &5

Oy

tEd, F24 2724 (AIO)S =AU=

« HSE (Health & Safety Executive) 242 12{3{0

© HOALAEIIEY, SYES, S =

% AZ-UAH AIAH ST 28

claroty.com COONTEC

40

E

PAgA

Z|'E 71 m|5{ofstH= O|HIE 2 Z7+E5HH

I

5

& (HStRENME)

7Y /A EEES Low High

HIAIA| £EH Very High Low - Medium
A2E 718 Very High Low - Medium
UsS High Medium - High
£l 7| Low-medium High

QA Veri High Low

ANZHZEQE Critical Delay 21&
AARCHZ EFY Unacceptable 29I=l

7l& [ A4 Poor (£%) Good

B R g 15-254 3-54

45 284 Critical Not critical
HEElg|AA Limited (#12]) Unlimited
7| IEC 62443 IEC 27000




CSMS E3

CSMSZ2| 7714 (FR, Foundational Requirements) 7|2 2 tAfgt
« Al O OI=(|AC, Identification and Authentication Control),
« AR SAI(UC, Use Control),
«  AJARN B2ZAM(SI, System Integrity),
+ Go|E{ 7|2 d(DC, Data Confidentiality),
+ [O|0|E{ 3Z A|SH(RDF, Restricted Data Flow),
« OJHIE AHA| LHS(TRE, Timely Response to Events),

+ A 7H2M(RA, Resource Availability)

claroty.com COONTEC

FROIM =8 A AR 231 AFl & O &

« AIEQ0] OiZ2|AH|0|M 2FLAFS (SAR, Software Application Requirements)
« QH|C|E 2| 27AFSt (EDR, Embedded Device Requirements)
« SAE 2| 27AFR (HDR, Host Device Requirements)

« HESI3 x| 27AF (NDR, Network Device Requirements)

« SV EAR FY (B SE2 0~ siSEl= U= 7H)

« 02 EQtQ7A

ool

0| §l=

rlo



b ALO|EH E.QF 22| A AR (CSMS) H|A| 1=

¢

o
rok

AlojAlE

7|2 AAR B}

YA 2 22t ZMs
HE H A WS & 2R 220
HA AL HERS Z
A AE0f| CHSH A A H|Of
AL Fd 24 AE U L9}
HOL2R

BLIEY YA~

claroty.com COONTEC



LHHALSSHA| 0| Al 2 ALO|H EOF Zha| A| AR (CSMS) Zi2f| Y $=2

_ SRR

SI% Bt yuE M CREERIE 7S B 2212 24 wot A ARO] 21
EEEGEEH 2t AIAZ0 0|3/ Y3 Y 1Y or Y £ Hizol g2l o YA AL At ZALZRHA WHE BA
Za 2y ALO[E HIQF 2 421 ot HS 75
o8 WA AR N2 19 AG 2| Et| Z7| QA ATRY 7| IACS ZAL AAl
A g4 2 Tl ol S22 ot 4 7Hel 41 BEE oy ey
LHES RS E U AT A% Yoy 2YTIE 4
~ . 2 3o} B 7 A 23t 0} NAR 7l Y Q|5
£L4E UYWAY 23 349 3ol AR A 7 ot uol 3 = = SEmE 24 ZA 23 4
27 o= REf YHA HY 7= HoH T
o AR B 74 23|401 o8tat 2Ol Ho) Hob 7| El%l EMatstn MRS O]24:01] TS Al 23] Yol
IACS 4/ Ho| BT BB AW FA LR
ZRI=0i|A Hot EHA A AP B
g T2 i AP HAM A|ZIS 2|5 HEISHALO|H EOH20{ 2 Hatz4 Q7 IR 22| AL ZHARYE |2
e W|IET Clojoj 134 T . £ el 23t MY 1827 AY A3t AHE — CSMS A&, 7Hid & |2l=4
239 g0 2% FEES AOJB EIo M 9 Az} 24 ———
= AR HAM HE FAE I A5 |29} FH S 72 ot B L27AEIH0| CSMSO| CZH HAASS #2| Y
NAY 2M22l5t 2ol Rl SIzt 4R £2| | 24 92| A 238 2233
29 912 28 A2 7 B2l Ak 20| 93 58 47 2
= o Y | ARof Hztof SUER 2 2 3 B ARG
AN 2/084 T LS D2 RE +2 AT AE Y oS 3 U HAE 220f 2y
M AHZ 2 = _ CSMS H7t5 95t E2|AH Y
CREE Ok A3} T HA|A HHS HEHE =
or S 75l Apato] 274 A Y AT THS 78 22 Ato| 2Ok 2 U Uz HE U
A S TohwmE A Azt Aol e & I B2 AA" 7+ Unty 7] 23t SIS A 23| Y Ol 23] A Y AR
=t ] =] JHol Al AT CHS Al
20 AMAO| QA BE HIO[2{A HhAl/obd T2 T34 A o
ol o A 28 1871577 Aol 0t 3 3 Wzt 3 A A e sl R HZAO) S 9 AZI0| ARG aa A=
= QAR Ho| Chigten A2t 2 - At 2z 2
oA A 7= oy AROf A2 O o) Ho| Mz} A2 A CSMS 22 BLIE{R U Lot
20| 93 518 4% BY = A0t EHOF AL E 10|
| 4. 3l + prl prd
ABH RS 2 fL 7 TR suos Y 2 & e AHe msty Ol A IS M 2 24 B Aolet sota) Bieiel Bt Hi7p
A2 U HIpE 220 Y = A o me s DU 2 ot
A 3 HLE 220 2 = oHYMS A ZHAJOf ALOJEH| 0k O 43 Jyar
= 2 o 2 2 2 - P = SOk Aok Cif3t Y M= 23 Y
2213, HSE % Ato]t ot 9/3] AOJ1] B0 2 31 347} 7 7Y At e THel Ap i) : HHAUmEN LYY
7} 23t £ 9 gnols = =eh =
7|8 o5 A 124 OH M| A RSt E Identify and respond to =
Aol Eoto Chgt 4121 2| —— Adm o e FIY 22 NAH 2 ATy R
= o= =SSP | 22| ZHA] HMIA AIH 7|12 5
CS 47137 e 213 9 A e e R e ET I Afoled w0t 24 203} 24
3l _ Es AFSH
Bt FErET 2108 Y 33 —— S
= A M A 2 A3 3ol
_ _ HIEQ|T NI} o7 |2 ——
1% w248 AR A Pl Y Het de N MR e g ZHel A sg o2 1Y
308 571712 971 Z9IAE IACSHA 18 i 13 WA A U 4 suAENE 2R 2
EY 7t 7|12 Q2] g - -
e " RS A B2 ZAF 221 A4l ;H?ilg‘l HotyU U AN HEY
el =

2|0 A2|9fe| Z4-o|x|
oS B4 At
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