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The ICS vulnerability number per year.
(Data source: ICS CERT, 2019/12/04)
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Enterprise Security Zone

Level 4

Enterprise Network Level 5
Site Business Planning
and Logistics Network

Manufacturing Security Zone

Site Manufacturing Control Center/ Level 3
Operations and Control:  Processing LAN
Cell Security Zone
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Victim Companies Impact

Pharmaceutical, chemical $310,000,000+
(German)

Multinational delivery services $300,000,000+

Construction materials S380,000,000+

Maritime $300,000,000+

Semiconductor Manufacturing $250,000,000+
(Taiwan)
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ICS Risk Management and
Assessment

Risk management process
Impact consideration
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Method

ICS Security Program

Development and Deployment ICS Security Architecture

Building business case and Network Segmentation
team for upper Network Segregation
management support Network NAT

Risk management Boundary Protection
framework Rule/Protocol policy
implementation

Security Objectives

2. Restricting physical access to the ICS network and devices

Applying Security Control to ICS

Applying Risk Assessment
Framework in ICS
Guidance on Application
of Security Control on ICS




Trend Micro
TXOne Solutions

71888 B¥sts or B

-

Portable
Security 3

4

\

Networking SafeLock

product



_ oo
K <
oF <
m 5 ﬂ
$ i
K4 0 m o
s ¥ Ha
70 mr < 10 m__u
RN all
M K ._J=._ WT <
oF m K Gl
0 X oo <l oo
e T < &
D, 0
<]
ojp =
< ~u
o3 o oH
of HI -
oz o RO
- o foil
(O] . .
ol o Jod o0
=z M )
» = N (=)
m
i g
S <
S o 2%
oF H :_A|_h,
_Hum WM {0 Mm Mo_u_._q
=] . - —
=~ 3 By K54
K = N0 g OLWHWM
kA
WA 0o < o
) T e~
Mg T4 ZToa
F L FH Toa

Qo
2x
wo
-
==

© 2020 Trend Micro Inc.

12



TXOne Network Core Engine: TXODI™

Device Type

-TXOne One-Pass DPI (2 -&) Product Code
« IT-OTDNA E¢ Protocols:
CC-Link
* 7I-AIL°-| Modbus

$HIoTX 22 B i
« MH|A Gk |22}
Functions:

Read/Write/

Config/Reset/...

Packet Out ICSA-19-017-01

ICSA-18-352-06
CVE-2018-8072
CVE-2018-8854

Connectivity
Type

Peer Type
Frequency

@TREND
MICRO
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TXOne OT protocol support

EdgeFire FW 1.0

I P 5
Gr::ufar:t(?::tml Gr::ul;: :?::tlml y OTP& U
(Basic.) (Advanced.) Yisibiity: & Detextion
loPC UA
Modbus
EtherNet IP/CIP
Niagara Fox
Modbus BACnet
EthernetIP/CIP PIEMERS S{Comm
i ISIEMENS S7Comm Plus
iemens iioa
S7COMM HART-1P
Siemens Modbus JOMRON Fins
S7COMM+ Bechoff ADS
|EEE C37.118
JOMRON FINS |£C 618505
IMITSUBISHI- MITSUBISHI-SLMP
SLMP MELSOFT
Modbus Schneider
ICC-LINK IE
|EC 60870-5-104
FATEK PLC

Support OT protocol of
Power & Electricity

OT protocol of granular
control

(+ 2 Protocols in basic.)
(+ 6 Protocols in adv.)

Support OT protocol of
visibility & Detections
(+ 19 Protocols in sig.)

EdgeFire FW 1.1

OT Protocol
Granular Control
(Basic.)

OT Protocol
Granular Control
(Advanced.)

Visibility & Detection

Modbus
EthernetIP/CIP
Siemens S7COMM
Siemens S7COMM+
IOMRON FINS
MITSUBISHI-SLMP

SECS/GEM
IEC61850-MMS

Modbus

EthernetiP/CIP
ISiemens S7COMM
[Siemens S7COMM+
MITSUBISHI-SLMP
MELSOFT
TOYUPUC

JOPC UA

Modbus

EtherNet IP/CIP
INiagara Fox
PBACnet

[SIEMENS S7Comm
SIEMENS S7Comm Plus
IDNP3

JHART-IP

JOMRON Fins
Bechoff ADS

EEE C37.118

EC 61850-5
IMITSUBISHI-SLMP
IMELSOFT

Modbus Schneider
ICC-LINK IE

JIEC 60870-5-104
[FATEK PLC

EC 60870-5 (part of IEC 62351)
EC 61850 (part of IEC 62351)
[GOOSE

PC Classic{DA/AE/HAD)

pICOM

Health Level 7

[TriStation

KCrimson

ICAN-ETH

JGE-SRTP via TCP

IOpenSCADA User Interfaces (Access)
Rapid SCADA User Interfaces (Access)
EtherSBus (UDP)

EtherSIO (UDP)

Ethernet Powerlink (Access)

JVioxa Device Discovery (UDP)

Miodbus Schneider Modicon Ladder Logic (Access)

JAdvantech WebAccess SCADA Access (TCP)
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A% S

CPU

LAN Interface
WAN Interface

UsB
Zero-Configuration

Power input
Wide temperature

Throughput

Latency

EdgeFire-Formal Product (ICS
Firewall)

Quad-Cores

8*Copper ports (8 * 10/100/1G)

2*Copper ports /2*ports SFP Fiber
(Combo)

Yes (USB X1)
USB

Dual Power Input

Giga Network
Interface

Yes(-40 to 75!C) Segmentation

200 Mbps +

<200 microseconds

Ruggedized
hardware design

Dual Power
Input

NAT USB v2.0
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Switch

Inline Protection Mode |————

.
N

HMI

:

VGG () " F+(,%
If NGFW detect threat attack and
prevent it, the action will be as
follows.
1. ™ =4 KLt
2. Y@ SZOoHMERD

VY (/-/*/61.2,-70,3-,45
If NGFW detect abnormal
function code access to key OT
assets. The action filter as
follows.
1. OT AHAtof| 317t [ K| 42

= At

2. OHIE 21

Engineering
Workstation

oG

Switch
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HMI

OT Backbone

|
|
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Engineering
Workstation

PLC
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Inline Monitor Mode

Switch

& ™\

HMI

oG

Switch

TUEHE " (£) (-

If NGFW detect threat attack and
prevent it, the action will be as

follows.

1 I8 BZE XEHR g1
DLEHZ /EX

2 ¥ BHoMERD

Y (/-/*/61.2,-70,3-,45
If NGFW detect malfunction code

access and Don’t take any action, only

detection log, the action will be as

follows.

1. HEMHoTZZEZ M2 EX,
KpEFSEX] 042

2. O|HIEZD

Engineering
Workstation

®




EdgelPS Series: Next-Generation Industrial IDPS

L2-L7 Visibility and Protection Protect mission-critical asset

o Z%F XA 2HO| A K| (computers, HMI & controllers) 5! e H S

? Real IT-OT Integration

« OT 7HAl-J 1t H|Of & OfL 2t TRt oTo| et ot A A T2 2IsH AtO|H
AP zRH HO BLEHIU AN ESE XS

Network visibility

Protocol Filter - Whitelisting

Control « ICS Protocol Filter.

83Mm

*  Hardware Bypass

Virtual Patch
Easy Management

+  OT Defense Console (ODC)ZFH & 22|
TXODI inside . YRLE2 OE HOLCOl £ T
IP2} Network AH|A S S 2|8t Object 7|8t M7

Hardware Bypass e Zero-configuration
Robust System

Dual Power input « High MTBF

¢ Dual power-Input

-40 to 75°C wide temperature operation
5-years warranty

Industrial grade hardware design
Self-recovery watchdog

(2 Copper pOFtS + USB) *Wide Temperature (-40°C to 75°C)

Formal Product Support both inline or passive Deployment

18 Copyright 2020 Trend Micro Inc. N
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Product name : EdgelPS
Short name : IPS
Model name : IPS-102-BP-TM-T




67(82)*+,,#.)/*08) , "t./1 O)-£)$/2$03"1+4/9 ."'$

OT Backbone

SCADA

HMI

Engineering
Workstation

11117
' |PLC

Inline Protection mode |——

Switch

SCADA

1 $%&" (#) "*+(,-%
If NGIPS detect threat
attack and prevent it, the
action will be as follows.
1. 9 &4 A
2. @3 olE

=1

I Port

Y (/-/*/681.2,-70,3-,45
If NGIPS detect

malfunction code access
key assets and will prevent

| Port2

1.
Detection and blocking )

it, the action will be as
follows.

oT At&toll &1 7t [ X|
E&g ~a X|.|:}

S H L= —

oE 21

Inline Monitor mode

|_

Switch

19 | © 2020 Trend Micro Inc.

BU&" (1) "*+(,-%
If NGIPS detect threat
attack and Don’t prevent it,
the action will be as follows.
1. 2" 342 XS
iR = A= N
2. ¥ 34oHERD

l Portl

" (/-/*/681.2,-70,3-,45
If NGIPS detect malfunction
code access and Don’t take any
action, only detection log, the
action will be as follows.
1 HEYHoTZREE

" BX|, XHEHSHR| @k

2. O”IE=ZT

Port2
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OT Backbone
OoDC
TR
Engineering
I— Workstation
HMI Firewal
I1T1T1T1TT1]
................................ :><;) . M pc
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Offline Monitor mode-1
(Connected with different switch)

OoDC

$%&" () "*+(,-%
Switch mirror port support
"6, If NGIPS detect threat
attack from switch Mirror
port. The filter action will be
as follows.

Switch
port

MGMT

Portl 2. %9

VL (/-/4/11.2,-03-,45

DON'T Support

Port2

Mirror

traffic Note : 2t2| L E = Port 1, ODC
SY HEE RN CHEZH

22| X0 AZ
Mirror port : TX only

Mirroring traffic Detection and
Monitoring



67(82/)*+,-,+.)*0%), "t./1 z;;-4)$/2$03"1+4/9 . "$<> Offline Monitor mode-2

- (Connected with the same switch) -

BU&™ (1) "*+(,-% Switch mirror port support "'6, If NGIPS
detect threat attack from switch Mirror
port. The filter action will be as follows.

OT Backbone 1. QI 27 WAl |

2 Slg3ZHOoMER]

oDC oDC " (/-/*/681.2,-70,3-,45 DON’T Support
Sy S S ——
= oS Note : #t2| 2 E = Port 1, 0DC
. . ST s TY HEE RISl 22 221K
Engineering & 3 o1z
DC; Workstation e
HMI I______..___ . Portl
................................ Z><_': — L
“T=rrrr— Switch
/l\ | | 51-
. +—
Switch D(_-:
()
' Mirror T
traffic Port2

O DO LA ON

Mirroring traffic Detection and Monitoring

21 | © 2020 Trend Micro Inc.
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Hardware bypass

oDc
/ OT Backbone \

OoDC E—

X

— MGMT
|
Switch Engi . : rortt
ngineering 1 RL nyp LS LEWE
:><: Workstation : - '.fgg %ﬁ‘&%) N
I > —-/70 123
: —456 789:-0 ;<

HMI ‘

Port2

................................ og——— [lII]]]r<
Switch R Switch
/l\ : : Port

®
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TxOne SafelLock-ICS

OT Backbone

Engineering
| Workstation

o 2 —fg—1[1@

- Sl [Tiifilnd
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Trend Micro Portable Security 3
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Trend Micro TXOne = L}

Deployment

. ————

Fa
,/ EdgelPS™

/
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27

EdgeFire™

Intrusion Prevention System (IPS)
Protocol Whitelisting

Intrusion Prevention System (IPS)
Network Segmentation

Safe Lock™ (TMSL)

@)

Lockdown AV solution
without using pattern file

oT Defense Console™ (0ODC)

=5

Centralized Management
Group Management

Trend Micro Portable Security 3™ (TMPS3)

© 2020 Trend Micro Inc.

USB stick AV scanning solution
without installation
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SCADA _Clé'ent

SCADA Client

EdgelPS

EdgelPS

SCADA Eélint

RedundantRing

Switch
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Switch
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HMI
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PLC

SCADAServer
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\
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IBA Server AS
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Edge
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PLC
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